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Abstract
Purpose – To discuss the requirements and implications of the US Securities and Exchange
Commission’s (SEC’s) proposed new Rule 206(4)-4, which would require all SEC-registered investment
advisers to adopt and implement written business continuity and transition plans (BCPs) reasonably
designed to address operational and other risks related to a significant disruption in the investment
adviser’s operations.
Design/methodology/approach – Explains the proposed rules’ definition of and specific requirements
of BCPs, other requirements relating to annual reviews and record-keeping, practical considerations
including advisers’ need to update and revise their BCPs, and the SEC’s request for comment on issues
including possible additional obligations for certain types of clients, reporting of incidents to the SEC,
and filing of BCPs with the SEC.
Findings – By arguably broadening its approach to the universe of risks that should be addressed in a
BCP, the SEC potentially places a higher burden on the advisers to design their BCPs to anticipate all
material risks that may become applicable or be responsible for a violation of their fiduciary duties to
clients.
Practical implications – Given the detailed requirements of the Proposed Rules, including as
interpreted by the Proposing Release, it is likely that most registered advisers would have to revisit and
revise their BCPs if the rules are adopted.
Originality/value – Practical guidance from experienced securities, fund management, regulatory and
compliance lawyer.
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Existing landscape

The US Securities and Exchange Commission (SEC) has long been concerned about
investment adviser’s business continuity and transition plans (BCPs) and their effectiveness.
However, the Commission generally expressed its expectations as to these plans informally,
i.e., through Risk Alerts[1], CCO Outreach regional seminars or during routine adviser
examinations by noting it as a common deficiency that business continuity plans have not been
established and/or appropriately tested. The SEC has not, until now, in any of its rules or
regulations identified critical components of a BCP or discussed specific issues or areas that
advisers should consider in developing such plans. Currently, rule 206(4)-7 (the Compliance
Program Rule) under the Investment Advisers Act of 1940, as amended (the Advisers Act)
requires an SEC-registered adviser to adopt compliance policies and procedures reasonably
designed to prevent violations of the Act[2]. The Compliance Program Rule does not
specifically require or even mention BCPs, although in the release adopting the Compliance
Program Rule[3], the SEC indicated that an adviser’s compliance policies and procedures
should address BCPs to the extent that they are relevant to such adviser[4]. Similarly, Rule
38a-1 under the Investment Company Act of 1940 requires mutual funds to adopt and
implement written compliance policies and procedures reasonably designed to prevent
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violation of the federal securities laws without specifically mentioning BCPs[5]. As a result,
many investment advisers have adopted BCPs as part of their compliance policies and
procedures; however, in the SEC’s experience, these BCPs have varied in the extent of their
adequacy to address operational and other risks associated with business resiliency and their
ability to address operational and other risks related to significant disruptions in the adviser’s
operations[1].

On June 28, 2016, the SEC proposed a new rule and rule amendments (the Proposed
Rules) under the Advisers Act[6]. The proposed new rule, Rule 206(4)-4, would require all
SEC-registered investment advisers to adopt and implement written BCPs reasonably
designed to address operational and other risks related to a significant disruption in the
investment adviser’s operations[7]. The SEC staff also issued related guidance on business
continuity planning for registered investment companies, which we discuss in the next
article in this issue of the journal[8].

What is a business continuity and transition plan?

The Proposed Rules define a “business continuity and transition plan” as policies and
procedures reasonably designed to address operational and other risks related to a
significant disruption in the investment adviser’s operations, including policies and
procedures concerning:

� business continuity after a significant business disruption; and

� business transition in the event the investment adviser is unable to continue
providing investment advisory services to clients[9].

This definition is consistent with the SEC’s earlier approach to BCPs, generally, as plans
addressing the obligation of an adviser to take steps to protect clients’ interests from
being placed at risk as a result of the adviser’s inability to provide advisory services
after a natural disaster or the death of the owner or key personnel[10]. The Proposed
Rules, however, arguably take a much broader approach by including a variety of other
risks within this obligation, such as cybersecurity risk, previously addressed by the SEC
as potentially separate matters[11]. According to the SEC, if an adviser is unable to
provide advisory services after, for example, a natural disaster, a cyber-attack, an act
of terrorism, technology failures, or the departure of key personnel, its temporary
inability to continue operations may put clients’ interests at risk and prevent it from
meeting its fiduciary duty to clients. Thus, by arguably broadening its approach to the
universe of risks that should be addressed in a BCP, the SEC potentially places a higher
burden on the advisers to design their BCPs to anticipate all material risks that may
become applicable or be responsible for a violation of their fiduciary duties to
clients[12].

What should be in a BCP if proposed rules are adopted?

The Proposed Rules impose specific requirements on BCPs, each of which is
separately addressed below using the detailed guidance contained in the Proposing
Release.

Maintenance of critical operations and systems, and the protection, backup, and recovery
of data

A BCP should generally identify and prioritize the following critical functions,
operations, systems and protective measures (and consider alternatives and
redundancies where appropriate):

� Operations relating to management, trading, allocation, clearance and settlement
of portfolio securities transactions and other operations and systems that are critical
to the valuation and maintenance of client accounts, access to client accounts, and
the delivery of funds and securities;
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� Key personnel that either provide critical functions to the adviser or support critical
operations or systems of the adviser, and contingency plans addressing both the
temporary or permanent loss of the personnel;

� Back-up electronic records, recognizing that significant business disruptions may
prevent access to electronic copies of data and hard copies of data and the
importance of the role of the electronic records in carrying out the adviser’s plan of
transition in a timely manner;

� An inventory of key documents, including the location and description of the item;

� A list of the adviser’s service-provider relationships that are necessary to
maintaining functional operations;

� Details of the adviser’s management structure, risk management processes, and
financial and regulatory reporting requirements; and

� An assessment of the operational and other risks related to cyber-attacks.

Pre-arranged alternate physical location(s) of the adviser’s office(s) and/or employees

Advisers should consider the geographic diversity of their offices or remote sites and
employees, as well as access to the systems, technology, and resources necessary to
continue operations at different locations in the event of a disruption.

Communications with clients, employees, service providers, and regulators

An adviser’s communication plan should cover, among other things:

� The methods, systems, backup systems, and protocols that will be used for
communications;

� How employees are informed of, and how they should communicate during a
significant business disruption;

� Contingency arrangements communicating who would be responsible for taking on
other responsibilities in the event of loss of key personnel;

� Employee training, so that in the event of a significant business disruption employees
understand their specific roles and responsibilities and are able to carry out the
adviser’s plan;

� When and how it is in the adviser’s clients’ best interests to be informed of a significant
business disruption and/or its impact, including the process by which the adviser
would have prompt access to client records that include the name and relevant contact
and account information for each client as well as investors in private funds sponsored
by the investment adviser;

� How the service provider will be notified of a significant business disruption at the
adviser as well as how the adviser will be notified of a significant business disruption
at a service provider; and

� The contact information for relevant regulator(s), and the personnel responsible for
notifying, as well as the circumstances requiring personnel to notify regulator(s) of a
significant business disruption.

Identification and assessment of third-party services critical to the operation of the
adviser

An adviser’s BCP should identify critical functions and services provided by the adviser to
its clients, and third-party vendors supporting or conducting critical functions or services
for the adviser and/or on the adviser’s behalf. The Proposing Release states that critical
service providers would at least include those providing services related to portfolio
management, the custody of client assets, trade execution and related processing, pricing,
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client servicing and/or recordkeeping, and financial and regulatory reporting. Factors such
as the significance of the service provider to advisory operations, the type of service
provided, and the adviser’s ability to require or request actions of its service providers will
impact the steps that advisers should consider taking in respect of the service providers.

Plan of transition that accounts for the possible winding down of the adviser’s business or
the transition of the adviser’s business to others in the event the adviser is unable to
continue providing advisory services

A plan of transition generally should account for transitions in both normal and stressed
market conditions, and should consider each type of advisory client, the adviser’s
contractual obligations to clients, counterparties, and service providers, and the relevant
regulatory regimes under which the adviser operates. The Proposed Rules specifically
require that the plan includes:

� Policies and procedures intended to safeguard, transfer and/or distribute client assets
during transition;

� Policies and procedures facilitating the prompt generation of any client-specific
information necessary to transition each client account;

� Information regarding the corporate governance of the adviser;

� The identification of any material financial resources available to the adviser; and

� An assessment of the applicable law and contractual obligations governing the adviser
and its clients, including pooled investment vehicles, implicated by the adviser’s
transition.

Other amendments

The Proposed Rules require investment advisers to review their BCPs and the effectiveness
of their implementation at least annually[13]. Further, the Proposed Rules amend Rule
204-2 under the Advisers Act, also known as the “record keeping rule”, to require
SEC-registered investment advisers to make and keep all BCPs that are currently in effect
or that at any time within the past five years were in effect[14].

Practical considerations

Given the detailed requirements of the Proposed Rules, including as interpreted by the
Proposing Release, it is likely that most registered advisers would have to revisit and revise
their BCPs if the rules are adopted. Certain larger advisers’ BCPs may already be
substantially compliant with many aspects of the Proposed Rules. Smaller advisers,
though, may have more work to do to bring their BCPs into compliance with the rules.

The SEC believes that investment advisers will have to develop and update their BCPs
using largely internal resources because it will require evaluations most suited to be
conducted by in-house employees familiar with the intricacies of the business operations.
The SEC estimates the initial one-time cost of this internal process will be substantial and
will range from approximately $17,000 to $170,000, depending on the facts and
circumstances of a particular adviser’s operations and its existing plan, although the SEC
acknowledges that advisers will also have to use their outside counsel.

Advisers will also likely incur additional costs, including external costs to upgrade systems
and processes, enhance communications processes with various parties and engage in an
assessment of critical third-party vendors. While some advisers have already addressed
these aspects of their BCPs, many advisers will likely still need to develop robust
service-provider management programs that take steps to evaluate the resiliency of their
operations, with such steps potentially including reviewing the service-provider BCPs,
requiring them to complete due diligence questionnaires or obtain assurance control
reports from an independent party, and/or conducting onsite visits. The SEC estimates that
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SEC-registered advisers may spend between approximately $11,000 and $1.3 million in
these additional initial costs to upgrade systems and processes depending on the
complexity of their operations and the current state of their BCPs.

Request for comment

The SEC requested comments on a variety of topics including potential changes to the
Proposed Rules that would further increase compliance obligations of investment advisers.
Such topics include:

� Whether advisers with certain types of clients, including advisers to registered
investment companies, pooled investment vehicles or sponsors of wrap programs,
should be required to undergo additional obligations with regard to adopting and
implementing BCPs that would be relevant for such clients;

� Whether the SEC should require advisers to report to the SEC incidents where they rely
on their BCPs; and

� Whether advisers should file their BCPs with the SEC.

Comments on the Proposed Rules were due by September 3, 2016. We believe it is likely
that the Proposed Rules will be adopted substantially in the form proposed. Although it is
possible, in light of the SEC’s requests for comments summarized above that additional
obligations will be imposed, we believe it is unlikely that in the current geopolitical climate
the requirements put forth in the Proposed Rules will be scaled down to any significant
extent.

Notes

1. See, e.g., Compliance Alert, June 2007, available at: www.sec.gov/about/offices/ ocie/complialert.
htm; in 2012-2013, the SEC’s Office of Compliance Inspections and Examinations, along with
FINRA and the Commodity Futures Trading Commission, jointly reviewed a number of firms’
business continuity and disaster recovery planning and published their joint observations on best
practices and lessons learned. See Joint Review of Business Continuity and Disaster Recovery of
Firms by the Commission’s National Examination Program, CFTC’s Division of Swap Dealers and
Intermediary Oversight and FINRA, available at: www.sec.gov/about/offices/ocie/
jointobservations-bcps08072013.pdf (16 August 2013). See also SEC August 27, 2013 Risk Alert
“SEC examinations of business continuity plans of certain advisers following operational
disruptions caused by weather-related events last year”, available at: www.sec.gov/about/offices/
ocie/business-continuity-plans-risk-alert.pdf. See, also e.g., Summary of “Lessons learned” from
Events of September 11 and Implications for Business Continuity, Discussion Note Prepared by
Staffs of the Federal Reserve, the New York State Banking Department, the Office of the
Comptroller of the Currency, and the SEC, for discussion at a meeting on February 26, 2002 at the
Federal Reserve Bank of New York, available at: www.sec.gov/divisions/marketreg/
lessonslearned.htm (13 February 2002); Interagency Paper on the Sound Practices to Strengthen
the Resilience of the Financial System, Securities Exchange Act Rel. No. 47638 (April 7, 2003) [68
FR 17809 (April 11, 2003)] (setting forth business continuity objectives for all financial firms and the
US financial system as a whole); Policy Statement: Business Continuity Planning for Trading
Markets, Securities Exchange Act Rel. No. 48545 (29 September 2003) [68 FR 56656 (1 October
2003)].

2. See 17 CFR 275.206(4)-7(a).

3. See Compliance Programs of Investment Companies and Investment Advisers, Advisers Act Rel.
Nos. IA-2204; IC-26299 (17 December 2003) (Compliance Program Rule Adopting Release).

4. See Compliance Program Rule Adopting Release, supra note 3.

5. See 17 CFR 270.38a-1(a)(1).

6. See Adviser Business Continuity and Transition Plans, Advisers Act Rel. No. IA- 4439 (June 28,
2016) (the Proposing Release).
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7. See the Proposing Release, supra note 6.

8. IM Guidance Update No. 2016-04: Business Continuity Planning for Registered Investment Companies
(June 2016) available at: www.sec.gov/investment/im-guidance-2016-04.pdf. Also please see the
following article in this issue of the journal

9. See the Proposing Release, supra note 5.

10. See Compliance Program Rule Adopting Release, supra note 3.

11. E.g., the SEC staff recently addressed the importance of cybersecurity for funds and investment
advisers. See Cybersecurity Guidance, IM Guidance Update No 2015-02, available at: www.sec.
gov/investment/im-guidance-2015-02.pdf (April 2015).

12. Assuming the Proposed Rules are adopted, investment advisers that are also registered
broker-dealers will be subject to both the Proposed Rules and FINRA’s Rule 4370 regarding BCPs.
In addition, investment advisers who are also members of the National Futures Association will also
be subject to the NFA Compliance Rule 2-38 (Business Continuity and Disaster Recovery Plans)
and those investment advisers who are also swap dealers and major swap participants will
continue to also be subject to the Commodity Futures Trading Commission 17 CFR Part 23.603
requiring swap dealers and major swap participants to establish and maintain BCPs. The SEC had
stated that at least with respect to the FINRA requirements, the BCPs under the Proposed Rules
and under FINRA requirements are largely complementary.

13. See the Proposing Release, supra note 6.

14. See the Proposing Release, supra note 6.
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