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Question

Does the firm have written Cybersecurity/Information Security, Data Breach/Incident Management, Access Control and 

Privacy Policies? If yes, please provide a copy of the most current policies.

Does the firm maintain policies and standards for the secure build of desktops, laptops, servers, networks, and mobile 

devices?

What is the size and skills composition of your dedicated information security team?

Which individual is responsible for developing and implementing information security requirements?

Describe any information security training provided to employees (including contractors).

Does the firm have standard operating procedures for patch management process to ensure patches are applied in a timely, 

repeatable, prioritized and standardized way for all firm and client software, devices and systems?

Please describe your cybersecurity and information security controls and address whether (i) they identify and include the 

best practices recommended by the SEC, (ii) they are in compliance with NY State’s Shield Act and/or (iii) whether they 

adhere to any specific framework? If you do not have cybersecurity and information security controls, please explain?

Describe the insurance you maintain, including any that specifically covers losses and expenses attributable to cyber security 

incidents?  If no, please explain.

Please provide a copy of your most recent SSAE-18 SOC2, or if not available, a SOC3 audit or current ISO-27001 certification.

How do you ensure a secure environment for SEC registered investment advisers that enables them to fulfill their 

obligations including (i) the protection of their clients confidentiality and privacy and breach notification requirements 

(including, but not limited to, Regulation S-P, EU’s GDPR, NY’s Shield Act (“Shield Act”)), (ii) the monitoring for red flags 

related to identity theft (Regulation S-ID) and (ii) SEC guidance and the Shield Act requirements relating to cybersecurity and 

information security?

What safeguards are in place to ensure appropriate separations between client networks and DR environments to prevent 

both from being compromised in the case of a cyber-attack?
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Does the firm implement industry standard anti-virus/malware software operating in real time on all servers, laptops and 

desktops?  Describe how often this software is updated with current signatures and protections.

Please describe the firms network security controls for networks that access client devices or data.

Please describe the firewalls utilized by you and your clients and the processes for ensuring they remain up to date, effective 

and state of the art at all times.

Please describe any use of Intrusion Detection and Intrusion Prevention Systems in use by the firm (for your own or clients 

networks)

What safeguards are in place when devices connect wirelessly to your networks (or to clients networks)?

Does the firm implement end point monitoring software on all end points within the firm's network?  And on clients 

networks?

Please describe the physical access security and environmental protections implemented for your offices and owned or 

hosted data centers where client networks, devices, or data are present.

What is your process for staying current on exploits and your general approach between identification of an exploit to the 

patching of a vulnerability?

How is your system actively monitored for potential cyber threats and how frequently?

Do you engage a third party to conduct a cyber security risk assessment, phish and/or penetration testing, threat and/or 

vulnerability and business consequence assessments? If so, who is the third party and how frequently are these performed? 

If so, when the most recent assessment was completed. In addition, please specify whether any risks were identified and 

how the firm responded to these risks.

Please describe any internal control deficiencies identified by a third party.

Have you experienced any direct cyber-incidents that would impact the firm or its clients, including, but not limited to 

phishing or ransomware attacks in the past twelve months? If so, please describe incident and actions taken to remediate. 

Did it result in breaches of privacy of any client’s data or network security?

When did you last scan your environment for any unauthorized access or malicious software?

Please describe your user access control processes, including implementation of the principle of least privilege 

Does the firm have controls in place to allow only access by authorized individuals with a reasonable business need for 

access into the firm’s facilities and areas within the firm’s facilities where client confidential information may be stored or 

otherwise accessible?
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What are your controls regarding inactive accounts? Does the firm promptly terminate access to the firm’s employees and 

contractors (“Firm Staff”) who no longer require access to perform services for clients (e.g., a transferred, terminated or 

reassigned employee/contractor)? When any user’s access privileges are removed or disabled, are all related privileges 

purged from the application to avoid inheritance of privileges?

Does the firm have a process of controlling user IDs and other identifiers to ensure they are unique among users and are not 

shared?

Does the firm prevent shared or elevated privileged accounts from being used unless the usage can be reliably tracked back 

to an individual Firm Staff person?

What are your controls related to a session that has been idle for some time?

What are your controls regarding passwords? At a minimum, please describe controls around resetting, changing, 

transmitting, complexity requirements, storage, encryption, restriction on reuse, multi-factor authentication. Does the firm 

limit repeated system access attempts by locking out the user ID after not more than five (5) attempts?

Does the firm use Multi-Factor Authentication for all user and support accounts?

Please confirm if the Firm has in place contingency plans to address failure of critical systems used to support and/or 

conduct operations on behalf of the firm?

Does the firm develop backup plans and schedules to protect against malicious destruction of information? 
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Does the firm have a Business Continuity/Business Recovery Plan (“BCP”)? If yes, please provide most current copy. If no, 

please explain.

a.	Have there been any material changes made to the firm’s business continuity/business recovery plan or policies relating to, 

among other areas:

• protection and recovery of your firm’s human, information, and physical assets;

• oversight structure and process;

• maintenance of offsite facilities;

• frequency of tests that are conducted; or

• back-up procedures?

		If yes, please provide details.

b.	When was your BCP last activated or tested? Have any material deficiencies been identified during BCP activation or 

testing?
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