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Qualified Custodians: A Checklist to 
Assist Your Due Diligence Efforts 
 
The following is an excerpt from The Truth About Crypto,  
by #1 New York Times bestselling author Ric Edelman.  
The book will be published in May by Simon & Schuster. 
 
The law pertaining to custody for digital assets remains under 

development, but one requirement is that you must only use 

qualified custodians to hold clients’ assets. In November 

2020, the SEC published a statement acknowledging that 

“determining who qualifies as a qualified custodian is 

complicated, and facts and circumstances based.” Some 

companies have abandoned efforts to win “qualified 

custodian” status by the SEC and instead seek approval at 

the state level by becoming a state-chartered trust 

company, which also lets them offer custody services with regulatory oversight (albeit by the 

state and not the SEC). 

 

The selection of a qualified custodian is a fundamental duty as a fiduciary. As you seek to select 

qualified custodians for your practice, consider these 25 questions: 

1. How long have you been in business?  

2. How many engineers or software developers do you employ?  

a. What is their experience with digital assets?  

3. Are you already deemed to be a qualified custodian?  

4. Which assets do you custody and which do you not?  

5. Do you accept both qualified and non-qualified accounts?  

6. What licenses and certifications do you hold?  

a. How long have you had them?  

b. Have there been any lapses in those licenses and certifications?  
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7. Describe your level of financial stability.  

a. Are you willing to submit evidence?  

b. Are you audited by an independent third party?  

i. Will you provide those audit results to me?  

8. Have you conducted a security audit?  

a. Will you share the results of that audit with me?  

9. Do you provide proof-of-existence audits on demand to verify 

the availability of assets? 

10. How long have you been offering digital assets?  

11. In what country are your digital assets stored? 

a. If outside the United States, how have you evaluated the 

risk of government seizure? 

12. Are digital assets in segregated wallets or omnibus accounts? 

a. Why are they maintained in that manner?  

13. Are the digital assets you custody held in hot or cold wallets?  

a. If cold, describe the cold storage protocol. 

14. Do you use a multi-signature protocol?  

a. If so, describe your approach and rationale.  

15. How do you handle forks and airdrops? 

16. How do you generate keys?  

a. How do you secure those keys?  

b. Are private keys ever exposed to humans?  

17. How do you authenticate users and approvers?  

18. How do you protect against collusion and coercion?  

19. Are nightly data feeds of positions, NAV, and pricing data fed into your portfolio 

accounting applications? 

a. Which ones? 

 

 

The Truth About 
Crypto should be 
required reading 
– not just for 
individual 
investors, but  
for legislators, 
regulators, 
financial 
advisors and  
tax professionals 
as well.  
Gary L. Perlin 
Retired CFO, 
The World Bank  
and Capital One 
Financial 
Corporation       

mailto:ric@dacfp.com
http://www.ddacfp.com/


Excerpted from The Truth About Crypto, Copyright 2022 by Ric Edelman. 
Invite Ric to speak at your next event or consult for your organization. 

You can reach him at ric@dacfp.com or learn more at DACFP.com 

20. Describe your insurance coverage. 

a. Who is the carrier? 

b. Does the policy protect only the custodian, or 

also my clients and me? 

c. What are the policy limits, per claim, per 

account, and per client? 

d. What does the policy cover?  

21. Are you a subsidiary of a larger company? 

a. If so, is your parent company liable for your 

errors and omissions or is it shielded from your 

liabilities? 

22. Can you handle bulk or aggregated trades to facilitate rebalancing all accounts?  

23. Do you offer best execution?  

a. How quickly are trades typically filled?  

24. How do you facilitate the debiting of my advisory fee from client accounts and send 

payment of my fee to me?  

25. What is your fee schedule?  

 

The custodian’s answers to the above could cause you to update your ADV. 
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Ric Edelman’s The Truth About Crypto is a comprehensive and well-
researched guide, giving the reader the tools to make informed 
decisions about the risks, opportunities, capital allocations, and 
portfolio management choices in this growing multi-trillion-dollar asset 
class. With a deft hand and effortless command of his topic, Edelman 
delivers on the book’s promise to lay out the truth about crypto.   
   Prof. Del Wright Jr.  

UMKC Law School 
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