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I. Introduction   

The COVID-19 pandemic caused significant disruption to the investment management industry.  
With shutdowns, office closures and social distancing measures put into place, firms had to 
completely rethink the way they do business.  Many financial services firms pivoted from in 
office work to remote work and had to prepare for the potential of mass employee or service 
provider employee shortages due to illness.  Not only was the coronavirus novel, but it presented 
novel issues in how the virus affected every firm in the industry, globally.  Historically, business 
disruptions have been either geographical (e.g., weather related),1 related to a commonly used 
service provider, or a unique event affecting a single firm (such as a power outage).  In these 
instances, common business continuity practices such as having remote working locations or 
redundancies in your processes were all very important to maintaining operations.  When 
COVID-19 emerged, firms had to entirely re-evaluate their business practices and, in particular, 
how to mitigate the risks associated from a disconnected workforce and industry more broadly.   

II. Regulatory Overview 
 

A. Compliance Program Rule.  In 2004, the U.S. Securities and Exchange 
Commission (“SEC”) adopted a final rule requiring registered investment advisers 
to adopt and implement policies and procedures reasonably designed to prevent 
violation of the Investment Advisers Act of 1940, as amended (the “Advisers 
Act”) by the adviser or any of its supervised persons.2  While Rule 206(4)-7 did 
not prescribe the types of policies and procedures that must be adopted by 
investment advisers, the Release did provide a list of minimum topics that should 
be covered, including business continuity plans (“BCPs”).  With respect to such 
plans, the SEC stated its belief that an adviser’s fiduciary obligation to its clients 
includes the obligation to take steps to protect the clients’ interests from being 

 
* This material is provided for informational purposes only and does not constitute legal advice or create an 

attorney-client relationship. 

1  See U.S. Securities and Exchange Commission, Office of Compliance Inspections and Examinations, National 
Exam Program Risk Alert: SEC Examinations of Business Continuity Plans of Certain Advisers Following 
Operational Disruptions Caused by Weather-Related Events Last Year (August 27, 2013). 

2  See Compliance Programs of Investment Companies and Investment Advisers, Investment Advisers Act Rel. 
No. 2204 (Dec. 17, 2003) (the “Release”).  See also section 202(a)(25) of the Advisers Act [15 U.S.C. 80b-
2(a)(25)] (defining “supervised person” as “any partner, officer, director (or other person occupying a similar 
status or performing similar functions), or employee of an investment adviser, or other person who provides 
investment advice on behalf of the investment adviser and is subject to the supervision and control of the 
investment adviser”). 
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placed at risk as a result of the adviser’s inability to provide advisory services 
after, for example, a natural disaster or, in the case of some smaller firms, the 
death of the owner or key personnel.3  

B. Proposed BCP Rule.  In 2016, the SEC proposed a rule that would impose an 
independent obligation on SEC-registered investment advisers to adopt and 
implement written business continuity and transition plans reasonably designed to 
address operational and other risks related to a significant disruption in the investment 
adviser’s operations.4  The rule, however, was not adopted and is not currently on the 
SEC’s regulatory agenda.   

III. COVID-Related Regulatory Guidance  
 

A. SEC Risk Alert.  On August 12, 2020, the Division of Examinations (“DOE”) 
(formerly, the Office of Compliance, Inspections and Examinations) issued a Risk 
Alert related to certain COVID-19 compliance risks and considerations for broker-
dealers and investment advisers (collectively, “Firms”).5  The Risk Alert was a 
product of the proactive outreach to registrants by the SEC staff (the “Staff”) to 
understand the impacts of COVID-19 and assess, among other things, operational 
resiliency challenges.  While the Risk Alert provided Firms with a summary of the 
areas the Staff had identified as being very relevant during the pandemic, these 
observations will continue to serve as relevant guidance for Firms when evaluating 
their BCPs in the future.  DOE provided six categories of observations and 
recommendations to Firms: 

1. Protection of Investor Assets.  Firms are required to ensure the safety of client 
assets and to guard against theft, loss, and misappropriation.6  Given the 
COVID-related disruptions, DOE encouraged firms to review and update their 
procedures as needed with respect to the receipt of client checks in the mail.  
The Staff also encouraged Firms to review their processes related to unusual 
or unscheduled client disbursements, such as implementing additional steps to 
validate the identity of the investor and the authenticity of disbursement 
instructions.   

2. Supervision of Personnel.  Investment advisers have an obligation to supervise 
their personnel and provide oversight of supervised persons’ investment and 
trading activities.  A Firm’s compliance program must include policies and 

 
3  See Release at fn. 22.   

4  Adviser Business Continuity and Transition Plans, Investment Adviser Rel. No. 4439 (June 28, 2016). 

5  Office of Compliance, Inspections and Examinations, Risk Alert: Select COVID-19 Compliance Risks and 
Considerations for Broker-Dealers and Investment Advisers (Aug. 2020) (the “Risk Alert”). 

6  Advisers Act Rule 206(4)-2 requires investment advisers that are registered or required to be registered with the 
SEC and that have custody of their clients’ funds or securities to safeguard those funds against theft, loss, 
misappropriation, or financial reverses of an adviser. 
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procedures that are tailored to its specific business activities and operations 
and should be timely updated as the Firm’s business activities or operations 
change. As Firms updated their operations to respond to the health and 
economic effects of COVID-19 DOE encouraged firms to review and update 
the Firm’s compliance policies as needed, and in particular consider:  

a. Supervisors not having the same level of oversight and interaction with 
supervised persons when they are working remotely.  

b. Supervised persons making securities recommendations in market 
sectors that have experienced greater volatility or may have heightened 
risks for fraud.  

c. The impact of limited on-site due diligence reviews and other resource 
constraints associated with reviewing of third-party managers, 
investments, and portfolio holding companies.  

d. Communications or transactions occurring outside of the firms’ 
systems due to personnel working from remote locations and using 
personal devices. 

e. Remote oversight of trading, including reviews of affiliated, cross, and 
aberrational trading, particularly in high volume investments.  

f. The inability to perform the same level of diligence during background 
checks when onboarding personnel – such as obtaining fingerprint 
information and completing required Form U-4 verifications – or to 
have personnel take requisite examinations. 

3. Fees, Expenses, and Financial Transactions.  Investment advisers have an 
obligation to provide full and fair disclosure of fees regarding its products or 
services.  In addition, investment advisers also must disclose any related 
compensation the adviser or its supervised persons may receive.  DOE 
reminded firms to be mindful of monitoring for situations that could cause 
increased financial pressures to obtain compensate to offset lost revenue. 
While these incentives and related risks always exist, DOE noted that the 
COVID-19 situation could increase the potential for misconduct regarding: 

a. Financial conflicts of interest, such as: (a) recommending retirement 
plan rollovers to individual retirement accounts, workplace plan 
distributions, and retirement account transfers into advised accounts or 
investments in products that the Firms or their personnel are soliciting; 
(b) borrowing or taking loans from investors and clients; and (c) 
making recommendations that result in higher costs to investors and 
that generate greater compensation for supervised persons.   

b. Fees and expenses charged to investors, such as: (a) advisory fee 
calculation errors; (b) inaccurate calculations of tiered fees, including 
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failure to provide breakpoints and aggregate household accounts; and 
(c) failures to refund prepaid fees for terminated accounts. 

4. Investment Fraud.  DOE noted that Firms should be cautious in evaluating 
investments during times of uncertainty due to increased risk of investment 
fraud through fraudulent offerings.   

5. Business Continuity.  Firms must adopt a BCP, which addresses a Firm’s 
ability to operate critical business functions during emergency events. 
Changes in operating protocols, location of work, among many others during 
the pandemic created many compliance and supervision challenges and other 
risks that could impact protracted remote operations, including: 

a. Updating policies and procedures relating to compliance and 
supervision to address some of the unique risks that may be present in 
remote operations.  

b. Consideration of the Firm’s remote environment security and support 
for facilities and remote sites 

c. Consideration of redundancies for key operations and key person 
succession plans, and mission critical services. 

6.  Protection of Sensitive Information.  Investment advisers have an obligation 
to protect their clients’ personally identifiable information (“PII”).  During the 
pandemic many firms required employees to use videoconferencing and other 
electronic means to communicate while working remotely. While these 
communication methods allowed Firms to continue their operations, these 
practices create vulnerabilities around the potential loss of sensitive 
information, including PII.  These risks are attributed to, among other things: 
(1) remote access to networks and the use of web-based applications; (2) 
increased use of personally-owned devices; and (3) changes in controls over 
physical records, such as sensitive documents printed at remote locations and 
the absence of personnel at Firms’ offices.  In addition, the Staff noted that 
these practices could create more opportunities for fraudsters to use phishing 
and other means to improperly access systems and accounts by impersonating 
Firms’ personnel, websites, and/or investors.  Firms therefore should assess 
their policies and procedures and consider:  

a. Enhancements to their identity protection practices, such as by 
reminding investors to contact the Firms directly by telephone for any 
concerns about suspicious communications and for Firms to have 
personnel available to answer these investor inquiries.  

b. Providing employees with additional trainings and reminders, and 
otherwise spotlighting issues, related to: (1) phishing and other 
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targeted cyberattacks;7 (2) sharing information while using certain 
remote systems (e.g., unsecure web-based video chat); (3) encrypting 
documents and using password-protected systems; and (4) destroying 
physical records at remote locations.  

c. Conducting heightened reviews of personnel access rights and controls 
as individuals take on new or expanded roles in order to maintain 
business operations.  

d. Using validated encryption technologies to protect communications 
and data stored on all devices, including personally-owned devices.  

e. Ensuring that remote access servers are secured effectively and kept 
fully patched.  

f. Enhancing system access security, such as requiring the use of 
multifactor authentication.  

g. Addressing new or additional cyber-related issues related to third 
parties, which may also be operating remotely when accessing a 
Firm’s systems.  

 

B. FINRA Regulatory Notice 20-16.  While investment advisers generally are not 
subject to FINRA rules, FINRA issued a Regulatory Notice (the “Notice”) 
summarizing its observations regarding the industry’s efforts to effectively 
supervise its associated persons and supervisory procedures in a remote work 
environment.8   

1. Transitioning to a Remote Work Environment.  Firms that relied on 
technology and regularly tested their remote connectivity, capacity, work 
processes and trading capabilities faced fewer difficulties transitioning to a 
remote work and supervisory environment.  Further, firms that had been 
making continuous updates to their BCPs and maintained hot (fully live and 
connected) disaster recovery sites also experienced a smoother 
transition.  Firms that were the most successful: 

a. Implemented certain remote work protocols to facilitate the transition 
such as maintaining records of employee locations and providing staff 
with updated contact information for their assigned points of contact in 
Compliance, Legal, Operations and other departments. 

 
7   FINRA also provided an alert containing measures to help strengthen Firms’ cybersecurity controls in areas given 

the pandemic.  See FINRA, Information Notice, Cybersecurity Alert: Measures to Consider as Firms Respond to 
the Coronavirus Pandemic (COVID-19) (Mar. 26, 2020).  

8   FINRA, Regulatory Notice 20-16, FINRA Shares Practices Implemented by Firms to Transition to, and Supervise 
in, a Remote Environment During the COVID-19 Pandemic (2020).   
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b. Provided clear guidance to personnel to facilitate working remotely so 
as to minimize the risk they would use personal or unapproved 
systems and technology to conduct firm business: 

i. held firmwide “all hands” calls and videoconferences for all staff 
so that firm leadership could provide updates on firm operations; 

ii. communicated clear guidance about firm expectations while 
working from home; 

iii. transitioned to virtual training to continue preparing for upcoming 
regulatory obligations; 

iv. provided additional technology tools, such as internet boosters, 
VPN hotspots, remote devices and laptops to better equip staff to 
work from home; 

v. made available new digital collaboration platforms and 
applications; and 

vi. disseminated additional guidance and training regarding use of 
firm technology, tools and services in a remote work 
environment. 

c. Increased the emphasis on the importance of, and provided additional 
guidance on, obligations that are especially important in a remote work 
environment, such as confidentiality of firm and customer 
information and cybersecurity and fraud. 

2. Supervision in a Remote Work Environment.  Firms were relatively 
prepared to remotely supervise their associated persons using existing 
methods of supervision, such as supervisory checklists, surveillance tools, 
incident trackers, email review and trade exception reports. In particular, 
certain firms that already maintained comprehensive remote supervision 
capabilities reported they easily transitioned to supervising their associated 
persons in the new remote work environment.  Some firms also took the 
following steps to address the additional concerns relating to remote 
supervision: 

a. General Supervision 

i. Testing – Some firms had conducted additional testing of their 
remote supervision capabilities, in some cases, weeks ahead of when 
state or local shelter-at-home orders went into effect and performing 
a gap analysis between normal and remote supervision 
documentation requirements. 

ii. Additional Support and Communications to Supervisors – Some 
firms also provided additional guidance and resources to supervisors 
by: 
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(a) underscoring the increased importance of supervision in a 
remote work environment and coaching staff—to “over-
escalate” potential issues and concerns;  

(b) scheduling daily or weekly meetings for all senior leadership to 
provide regular updates, which included emerging issues 
relating to remote work; 

(c) creating regular opportunities for supervisors to discuss 
concerns and raise questions with compliance staff; 

(d) sending reminders to supervisors about ongoing regulatory 
responsibilities and applicable firm policies that are especially 
important in a remote work environment (such as confidentiality 
and cybersecurity; 

(e) creating new electronic supervisory checklists with attestations 
and electronic affirmation via voting buttons. 

iii. Analysis of Emerging Risks – Engaged in analysis of areas where 
firms received increased alerts, exception reports and customer 
complaints to identify potential emerging issues or trends that 
needed to be addressed. 

iv. Feedback – Requested real-time feedback from staff and conducted 
weekly assessments on remote work and supervision arrangements 
to determine effective practices and shared lessons learned across 
the firm. 

b. Trading Supervision.  Some firms reported that their existing trading 
systems allowed them to successfully perform remote supervision, 
compliance monitoring and surveillance. Where necessary, however, 
firms also implemented new trading tools that replicated or directly 
accessed traders’ office trading systems from the traders’ homes and 
provided supervisors with comprehensive remote supervision 
capabilities.  Some firms enhanced their oversight of trading activity 
through a number of measures: 

i. Remote Trading Prescreen and Supervisory Processes – 
Implemented screening processes and additional supervisory 
requirements, such as: 

(a) before permitting traders to complete attestations stating that 
they understand and will comply with relevant policies and 
procedures, focusing on critical compliance topics relating to 
remote work, such as information barriers, voice recordings, 
mobile devices, privacy and recordkeeping requirements; 
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(b) implementing a process for senior management to approve each 
trader to work remotely; 

(c) testing the trader’s remote trading capabilities with an assigned 
in-office partner; 

(d) having senior management review the test results, including 
details about the test trades, traders’ work location, pre- and 
post-trade risk, latency and overall test experience; 

(e) submitting to firm leadership a formal memo describing the 
remote work arrangement with traders’ information (including 
remote location and planned trading activities) and feedback 
from the pilot review; 

(f) requiring all supervisors responsible for monitoring remote 
traders to complete a special supervisory checklist; and 

(g) maintaining and updating daily a contact list of all remote traders 
for senior management. 

ii. Trade Reports and Alerts – Increased the frequency of their review, 
changed the existing thresholds relating to certain trade reports and 
alerts to increase the scope of their surveillance, or created 
additional alerts requiring traders to provide their rationale for 
certain activities. 

iii. Communication Tools – Used new communication tools in an 
attempt to replicate traditional “line of sight” supervision in a remote 
work environment, such as keeping cameras, chat rooms, other 
collaboration tools and conference calls on during the day and 
scheduling daily rollcalls and multiple check-ins per day. 

iv. Additional Monitoring – Implemented additional central monitoring 
and reviews of all supervisory activities, such as task and alert intake 
volumes and completion rates. 

c. Supervision of Communication with Customers.  Some firms took extra 
measures to reinforce that associated persons must use only firm-
provided and approved communication systems and tools, such as firm 
email, messaging platforms and softphones with recording capabilities 
(for staff requiring voice recording).  In addition, certain firms engaged 
in extra efforts relating to supervision of associated persons’ customer 
communications, including: (i) email review; (ii) key word surveillance; 
(iii) use of recorded lines; and (iv) chat restrictions.   

C. NFA Relief.  On March 13, 2020, the NFA issued a Notice to Members that addressed 
the application of the NFA’s branch office requirements to associated persons (“APs”) 
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who were temporarily working remotely in response to COVID-19.9  Member firms 
are required to list as a branch office on its Form 7-R any location where APs are 
engaging in activities that require registration and which take place somewhere other 
than the Member’s main business address.  This relief was contingent on the Member 
implementing alternative supervisory methods to adequately supervise the AP’s 
activities and meeting applicable recordkeeping requirements.  The NFA noted that the 
relief was temporary and that APs would be required to return to the Member’s main 
office or listed branch location once the Member firm is no longer operating under 
contingencies pursuant to its BCP.  This temporary relief was very helpful to provide 
flexibility under the circumstances without creating additional filing and regulatory 
burdens on Members. 

 

IV. Observations and Best Practices 
 

A. BCP Review and Testing.  As evidenced by the regulator’s observations, the Firms 
that were most successfully able to navigate their business operations through the 
pandemic were those that had well developed BCPs and had tested those plans 
routinely.  The pandemic certainly emphasized the need to continually review, test 
and update BCPs, and ensure employees actively participate in these tests and are 
otherwise educated on what to do in the event of a disruption.   

B. BCP Governance.  Post-COVID, Firms are well informed regarding the need for a 
BCP and its importance.  However, given the breadth and scope of the impacts of 
the pandemic on Firms, it also highlighted the importance of having a governance 
process in place that applies when working through a disruption event.  Being able 
to quickly assemble the applicable teams to work through the relevant issues and 
timely communicate with employees and clients proved to be very important.  

C. Cybersecurity and Privacy.  The SEC has been extremely focused on cybersecurity 
and protection of client information.  In 2020 alone, DOE issued a Report on 
Cybersecurity and Resiliency Observations10 in addition to a number of Risk 
Alerts.11  Further, on February 9, 2022, the SEC issued a proposal rule that would 
require registered funds and investment advisers to adopt and implement written 
cybersecurity policies and procedures reasonably designed to address cybersecurity 
risks.12  The proposal would also require reporting to the SEC on significant 
cybersecurity incidents affecting the adviser, its fund or private fund clients.  The 

 
9       NFA, Notice to Members I-20-12 (Mar. 13, 2020).  

10     SEC, DOE, Report on Cybersecurity and Resiliency Observations (2020). 

11    SEC, DOE, Cybersecurity: Ransomware (July 10, 2020); SEC, DOE, Risk Alert, Observations from 
Examinations of Investment Advisers Managing Private Funds (June 23, 2020); SEC, DOE, Risk Alert, 
Cybersecurity: Safeguarding Client Accounts against Credential Compromise (Sept. 15, 2020).  

12    Proposed Rule: Cybersecurity Risk Management for Investment Advisers, Registered Investment Companies 
and Business Development Companies, Release No. IA-5956 (Feb. 9, 2022).   
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pandemic created many new potential risks with respect to the privacy of client 
information and potential system vulnerabilities due to employees working from 
different locations, which may be less secure than when employees work from a 
Firm’s office.  With all the various methods that can be used to infiltrate a Firm’s 
systems, this will continue to be a high priority topic for the SEC but also for Firm’s 
when thinking about the security of information and how such information is 
accessed and used.   

D. Vendor Oversight.  Since the pandemic affected every firm globally, Firms that 
utilized service providers had the added task of understanding the resiliency of their 
service providers.  Many Firms conduct service provider due diligence, and 
oftentimes such diligence includes a review of a service provider’s BCP.  Firms 
should evaluate their due diligence practices to determine if any enhancements are 
needed, particularly with respect to vendors that are critical to the Firm’s 
operations.  Firms should also consider whether more developed contingency 
planning with their critical vendors could be helpful in the event of a significant 
disruption in the future. 

E. Recordkeeping.  Firms have well-established recordkeeping requirements under the 
various federal securities laws.  Some of the supervision issues identified by the 
regulators related to recordkeeping and ensuring applicable records are maintained, 
despite employees working from locations other than the Firm’s offices.  While not 
necessarily a COVID-related matter, the SEC recently settled an enforcement 
action against a broker-dealer regarding the widespread use of non-approved modes 
of communication regarding firm business.13  According to the SEC Order, 
employees communicated about securities business matters on their personal 
devices, using text messages, WhatsApp, and personal email accounts and these 
records were not preserved by the firm as required by the federal securities laws.  
The firm was fined $125 million by the SEC and $75 million by the CFTC.14  While 
these communication practices were not permitted by the firm’s policies, situations 
such as remote work heighten these types of risks and Firms need to address them 
to ensure compliance with all appliable requirements.     

F. Technology Investments.  It seems that many Firms were able to successfully 
navigate through the pandemic due in large part to technology.  The use of 
videoconferencing, electronic means testing and surveillance, the use of e-signature 
tools and other applications greatly enhanced the ability of Firms to stay connected, 
accomplish the Firm’s business, and also continue to supervise its personnel.   As 
Firms continue to focus on efficiency through technology and as more data is 
assembled on computers, network drives and in the cloud, Firms will need to 
continue to balance and address the additional risks that undertaken with a greater 

 
13   In the Matter of J.P. Morgan Securities LLC, Securities Exchange Act of 1934 Rel. No. 93807 (Dec. 17, 2021). 

14   In the Matter of JPMorgan Chase Bank, N.A., et. al., CFTC Docket No. 22-07 (Dec. 17, 2021). 
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use of technology and how best to surveil such activities and keep the information 
confidential. 

 


