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Effective Supervision of Technology
New Product Lifecycle and the Role of Compliance
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• Early involvement in 
the planning and 
design of new product

• Identify applicable 
regulations and 
compliance 
requirements

• Establish governance 
and role structure 

• Determine risks 
associated with 
product and develop 
mitigation plan and 
controls for 
identified risks

• Document decision-
making process and 
rationale 

• Consider other 
applications in which 
new product will 
interface 

• Determine testing 
population and scope 

• Include testing of 
stressed scenarios 
and new datasets

• Establish process’ to 
which compliance 
will remain apprised 
of material defects or 
issues encountered

• Review risks and 
controls and modify 
as needed

• Consider appropriate 
launch approach, 
including a pilot, 
scaled rollout, and 
full production

• Receive and 
document approval 
for launch by 
representatives from 
business, legal, 
compliance, risk and 
others, as needed

• Observe and conduct 
regular review of 
system/technology 
testing and oversight

• Receive certification 
from product owners 
related to proper dev 
cycle and testing—
verify documentation 
of same.

• Add data analytics 
team for extra layers 
of data-driven insight
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Additional Considerations

• Conduct extensive testing of applications: Testing new tools and applications across various stages of their lifecycle can identify potential 
concerns in a timely manner and limit potential issues. This could involve extensive testing of the applications by various user groups, and by 
using new data sets and new scenarios in the testing process. In addition, this could also include maintaining existing parallel systems as new 
products and tools are tested.

• Product benchmarks and monitoring: Develop performance benchmarks (e.g., number of false negatives) and an ongoing monitoring and 
reporting process to ensure the application performs as intended

• Requirements, policies, procedures and controls: Clear linkages can be drawn from regulatory requirements to policies, procedures, and 
related risks and controls.

• Small firm compliance programs: Small firms and firms that choose to outsource business functions, including their compliance programs, 
ultimately still bear the responsibility for compliance with applicable securities laws and regulations. A governance and vendor management 
program should be established to ensure adequate supervision.

• Vendor management for outsourced technology: Practices and controls related to vendor management generally include policies and 
procedures related to: (i) conducting due diligence for vendor selection; (ii) monitoring and overseeing vendors, and contract terms; (iii) 
assessing how vendor relationships are considered as part of the organization’s ongoing risk assessment process as well as how the 
organization determines the appropriate level of due diligence to conduct on a vendor; and (iv) assessing how vendors protect any accessible 
client information. Monitoring the vendor relationship to ensure that the vendor continues to meet security requirements and to be aware of 
changes to the vendor’s services or personnel.
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