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• Scot Draeger, President & General Counsel, R.M. Davis, Inc.
• Edward S. Garlock, Managing Director & General Counsel, Payden & Rygel
• Shannon Geyer, Director of Compliance & Finance, Compton Wealth Advisory Group, LLC
• Michelle L. Jacko, Managing Partner & CEO, Jacko Law Group P.C. (MODERATOR)

Considerations for Retail Clients, 
including Senior Investors 
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• Fiduciary Obligations for Servicing Retail and Senior Investors
q The latest guidance provided by the SEC, NASAA and the States
q Considerations for contracts, disclosures, investment strategies and 

business development
• Senior Protection Steps

q Identifying red flags and how to speak with seniors
• CASE STUDY: When Compliance Should Get Involved
• Best Practices for Investment Advisers’ Compliance Program

q The importance of obtaining Trusted Contact Person information
q Final thoughts/Q&A

AGENDA
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The Importance of Senior Protection
• By 2030, nearly 1 in 5 U.S. residents will be 65 or older
• In 2010, a study estimated that $2.9 billion is lost every year to 

exploitation.  Newer estimates are much higher, up to $100B
• Baby Boomers’ financial assets will peak at $26 trillion in 2029
• Baby Boomers control over 70% of the nation’s disposable income

FIDUCIARY OBLIGATIONS FOR SERVICING RETAIL 
AND SENIOR INVESTORS
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Latest Guidance From the SEC
• In its 2023 Examination Priorities, the SEC is focusing on standards of 

conduct, and specifically:
q Investment advice and recommendations 
q Disclosures made to investors
q Processes for making best interest evaluations, including costs and risk
q Factors considered in light of the investor’s investment profile

• Since the OCIE Risk Alert in August 2020 regarding COVID risks, the SEC 
has:
q Continued to hold free senior outreach webcasts 
q Zealously investigated actions involving defrauding of senior investors

FIDUCIARY OBLIGATIONS FOR SERVICING RETAIL 
AND SENIOR INVESTORS
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Latest Guidance From FINRA
• In its 2023 Examination Priorities, FINRA is focusing on Reg BI and Trusted Contact Persons (“TCP”), 

and specifically:
q Whether there is a reasonable basis to believe that the recommendation is in the client’s best 

interest
q Regulatory obligations to establish a supervisory system, including WSPs, related to obtaining 

TCP information and address financial exploitation

• Regulatory Notice 20-37 Updated Sanction Guidelines to account 

for age and impairment

• Podcasts on Essential Senior Investor Tools  (May 2022)

• FINRA Seniors Helpline Fields Thousands of Calls Annually 

(844-57-HELPS)

FIDUCIARY OBLIGATIONS FOR SERVICING RETAIL 
AND SENIOR INVESTORS
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Latest Guidance From NASAA
• Adopted in 2016, the NASAA Model Act to Protect Vulnerable Adults from 

Financial Exploitation now is adopted in nearly 40 jurisdictions (GA most 
recently) 
q Offers State IAs and BDs qualified immunity for reports and delaying 

disbursements if the firm reasonably believes financial exploitation will occur
q Mandates reporting to a state securities regulator and state APS when a 

financial professional has reasonable belief that financial exploitation occurred
• In September 2021, with SEC/FINRA, launched a campaign to urge investors to 

provide TCP 
• NASAA provides a Senior Investor Resource Center, a NASAA/AARP Free Lunch 

Monitor Program, a serveourseniors.org website for its members, and 
cooperatively researches and collaborates with the SEC and FINRA

FIDUCIARY OBLIGATIONS FOR SERVICING RETAIL 
AND SENIOR INVESTORS
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• The Importance of Contracts and Disclosures
• Considerations for Implementing Investment Strategies in Light of 

Suitability Factors, Regulation BI, PTE 2020-02 and Senior Income and 
Savings needs

• Business Development Efforts Need to be Customized
q Seniors need clear disclosures written in plain English
q Consideration for time horizon, product features, risk and liquidity 
q Complex products, reliance of accredited investor and QP status with seniors is  

not well advised as financial decision making goes before any manifested sign of 
diminished capacity

• TIP: Consider Resources Provided by the Consumer Financial Protection 
Bureau, FTC, NASAA and other federal agencies

FIDUCIARY OBLIGATIONS FOR SERVICING RETAIL 
AND SENIOR INVESTORS
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• Identifying red flags of financial exploitation and cognitive 
decline

• The importance of obtaining Trusted Contact Person (TCP) 
information

• When to involve family members
• What and how to maintain servicing books and records
• Conversations with seniors about consumer protections

q Providing guidance from the SEC and other agencies 
q Identifying and avoiding cyber crime
q Tax, insurance and trust planning

SENIOR PROTECTION STEPS
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When Should Compliance Get Involved
You are the CCO at Exposed Financial.  Wendy, one of Exposed’s top 
advisors, seeks your guidance and explains, “One of my clients, Shirley 
Vulnerable, has been spending way beyond her means. While she was an 
ultra-high net worth client, that status is about to change.  Her son Wags 
is now emailing the firm, asking about his mom’s portfolio, when he does 
not have authority. Wags stated in his correspondence that he wants to 
know his mom’s portfolio balance and the commissions we charge; he 
does not believe in the stock market and only invests in real estate, and he 
believes his mom should do so, too.  Wags has no financial power of 
attorney over his mother’s account and is not listed as a trusted contact. 

CASE STUDY
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When Should Compliance Get Involved
However, Wags also stated that he may need to put his mom in a home 
and asked if we can suggest a facility. Once he stated that, I got to thinking 
- over the past year, Ms. Vulnerable seems disoriented, forgetful and 
disheveled.  She also will run out of money soon from her recent sporadic 
spending with her new love, 30-year old Dollar Bill.  Recently, Ms. 
Vulnerable asked to change her beneficiaries on all accounts from Wags to 
Dollar Bill, but we have not had the time to prepare the docu-sign 
paperwork yet. I am afraid that Dollar Bill may be taking advantage of her.”  
The CCO gulps and considers the following.

CASE STUDY
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Questions and Discussion:
• What should you do first? What should be documented?
• Do you research a senior facility?
• Do you provide account information to children who are not TCP?
• Do you work with the client’s lawyers and accountants to help plan 

living in a facility?
• Do you contact adult protective services?
• If Ms. Vulnerable unexpectedly passes away, what steps should be 

taken to notify the custodian and when?

CASE STUDY
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• Importance of Training and Escalation
• Emphasis on Obtaining TCP information and Powers of 

Attorney
• Identification of a Senior Investor Specialist
• Comprehensive Senior Investor Policies and Procedures
• Establishment of Senior Investor Protection Communications

BEST PRACTICES FOR 
INVESTMENT ADVISERS’ COMPLIANCE PROGRAMS
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Explaining Email Account Takeover
What is it? 
A cybercriminal hacks an email account of a client (or third-party) and searches for emails involving 
correspondence between the client (or third party) and their financial institutions and investment advisers. 
Their goal is to learn about the victim and their habits so they can pose as the victim to steal money. 
What does it look like?
Your client’s email is hacked and the cybercriminal poses as the client. He/she emails your firm with 
instructions to forward funds to an account. 
How does it happen?
Cybercriminals use password hack software or find vulnerabilities within service providers’ servers or 
personal users’ IP addresses to gain access to client login credentials, or to the email account directly. 
What’s the impact?
Because the cybercriminal has access to your client’s email and can impersonate him/her, you are likely to 
believe the correspondence came from the client. The cybercriminal may provide instructions within the email
to transfer funds to a fraudulent account. Without proper verification, the money could be transferred and 
stolen. In the end, your firm may be held responsible for any client losses if you did not appropriately 
authenticate the client.
How can you defend against it? 
§ Do not act on email-based requests for sensitive information, money movements, or trading. Directly verify all requests with the

clients and ask questions.   Follow proper identification/verification processes.

BEST PRACTICES
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Explaining Social Engineering
What is it? 
This involves the psychological manipulation of people in order to establish a level of trust that leads to 
the individual taking action (e.g., divulging sensitive and private information, initiating funds 
disbursement request, etc..). The most common form is one that also includes “phishing”. In this 
scenario, our clients’ credentials are obtained from outside sources (i.e. the dark web).
What does it look like?
A cybercriminal befriends one of your clients and builds trust necessary to solicit sensitive information 
from them. That information can then be used to commit fraud. 
How does it happen? 
Often cyber criminals contact clients/victims by phone, text, email, or through social media. The 
cybercriminal often purports to be the FBI, police, or the internal information security officer of their 
bank, and tells them that their identity has been stolen and their accounts have been compromised. 
They instruct the client to take certain actions “to protect themselves” (including client-directed money 
movements) that facilitate the fraud.    
What’s the impact? 
The criminal commits fraud, steals our client’s money, and then they disappear.
How can you defend against it? 
§ Educate your clients about the information they choose to share, keeping their personal information 

private. 

BEST PRACTICES
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Authentication
• Verbally verify - all details of electronic disbursements, at a minimum, with your 

clients before submitting to custodians. The verification call is the #1 most effective 
method to detect and preview third party fraud – take it seriously.

• Discuss the details - of the disbursement with the client (amount, destination, 
account and routing numbers, etc..)

• Never authorize - a disbursement that the client plans to send in the future.
• Probe - for clients you know well, ask about their family or latest vacation. Use 

personal information about the relationship rather than account “facts” such as 
social security number, account number, etc. for clients you don’t know that well, 
ask about recent account activity, call them back at a number listed on their account, 
establish a verbal password or use video conferencing.

• Ask Questions - about how the client got the instructions. Did they speak to the 
person giving them the instructions and/or receiving the funds? For high value 
clients, offer to verbally confirm the disbursement instructions directly with the 
source.

BEST PRACTICES
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CONCLUSION / Q&A

Questions? Let us know how we can 
help!

Shannon Geyer
Director of Compliance & Finance

Compton Wealth Advisory Group, LLC
shannon@comptonwealth.com

(757) 351-0741
www.comptonwealth.com

Scot Draeger
President & General Counsel

R.M. Davis, Inc.
sdraeger@rmdavis.com

(207) 774-0022
www.rmdavis.com

Michelle L. Jacko
Managing Partner & CEO

Jacko Law Group, P.C.
michelle.jacko@jackolg.com

(619) 298-2880
www.jackolg.com

Edward S. Garlock
Managing Director & General Counsel

Payden & Rygel
egarlock@payden.com

(213) 625-1900
www.payden.com
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