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Agenda
• Exam Trends - General

• Exam Trends 

• Common Deficiencies for Private Funds

• Common Deficiencies
• Recent SEC Focus Areas

• What to Expect when it is Your Turn for an Examination
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Exam Trends - General
• Remote exams continue (although some rumblings that onsite exams are coming)
• Expanded scope for private funds managers

• Exams periods up to 5 years 
• Initial document request lists comprising of 90+ items
• Limited production time (e.g., 10-14 days)
• New advisers asked about periods prior to registration and/or activities that occurred outside the SEC exam 

period (e.g., to ensure investment advisers managed conflicts appropriately prior to becoming SEC-registered).
• Deeper dives and increased duration of exams

• SEC examiners willing to dig deeper into issues both in focused and broader-scope exams as compared to the 
prior SEC administration. 

• Exams on average take longer to close out. 
• Staff looking for more independent verification of statements and claims made in risk assessment interview. 
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Exam Trends - General
• More new registrant exams

• Initial requests lists for new registrants include 30-35 items
• SEC personnel from other Divisions (Investment Management, Trading and Markets and 

Enforcement) may participate 

• Exam request periods are longer; document requests have standard two-week return dates (which 
can be extended in many cases if desired); and exam review periods may extend for 24 months.

• Digital Assets – for firms that invest in digital assets, SEC wants to know about investment 
strategies, risks, valuation practices, disclosures, books and records and custody. (see Risk Alert on 
digital assets)

• Off-Channel communications

For more information, check out SEC Examination Trends Report
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https://www.sec.gov/files/digital-assets-risk-alert.pdf
https://www.sec.gov/files/digital-assets-risk-alert.pdf
https://www.acaglobal.com/insights/sec-examination-trends-report
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Exam Trends –2023 Examination Priorities
General
• New Marketing Rule Compliance, including 

policies and procedures
• “Substantiation” of material facts
• Back up for performance advertising
• Compliance with rules on testimonials, 

endorsements and third-party ratings   

• New Investment Company Rule compliance
• Rule 18f-4 on Derivatives
• Rule 2a-5 on Fair Valuation

• Record-keeping for electronic communications

• Form CRS
• Crypto Assets and how firms deal with current 
melt-down
• Emerging Technology – robo-advisers

• Fiduciary Duty
• Investment advice and recommendations of 

products, investment strategies and account types
• Disclosures of conflicts of interest related to advice 

and recommendations
• Evaluating RIA process for “best interest” 

recommendations”, including how advisers review 
available alternatives, costs and risks, conflicts of 
interest

• Process for recommending complex products (ETFs, 
ETNs, ETPs), high cost and illiquid products, 
proprietary products, unconventional products and 
microcaps 

• Same old, same old: custody, safekeeping, valuation, 
portfolio management, calculation of fees, brokerage 
and execution
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Exam Trends – Private Funds
2022 Risk Alert

Four key areas
• Failure to comply with contractual 

arrangements with, and disclosures to, 
investors

• Misleading marketing practices (with an 
overwhelming emphasis on performance 
calculations and reporting)

• Inadequate investment due diligence and 
vendor due diligence processes

• Improper hedge clauses in fund governing 
documents

For more information, check out the Risk Alert from 
2020

2023 SEC Exam Priorities
• Same old, same old

• Conflicts of interest
• Calculation and allocation of fees and expenses, 

including the calculation of post-commitment 
period management fees and the impact of 
valuation practices at private equity funds 

• Shiny new focus areas
• New Marketing Rule compliance, including 

performance advertising and compensated 
testimonials and endorsements, solicitations 

• policies and practices regarding the use of 
alternative data and compliance with Advisers Act 
Section 204A; and 

• Custody Rule compliance - timely delivery of 
audited financials and selection of permissible 
auditors
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https://www.sec.gov/files/2023-exam-priorities.pdf
https://www.sec.gov/files/private-fund-risk-alert-pt-2.pdf
https://www.sec.gov/files/Private%20Fund%20Risk%20Alert_0.pdf
https://www.sec.gov/files/Private%20Fund%20Risk%20Alert_0.pdf
https://www.sec.gov/files/2023-exam-priorities.pdf
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Exam Trends – BCP and Cybersecurity
Highlighted in 2023 Examination Priorities
• Information Security and Operational 

Resiliency
• Policies and procedures
• Response to cyber incidents, including 

ransomware
• Safeguarding customer records and information
• Use of Third-Party Vendors

For ACA’s continuing coverage of, and regulatory insights 
into, the BCP/cybersecurity space, please see 
Cybersecurity and Risk Insights and Alerts. 

Rule Proposals for SEC-registered investment 
advisers and registered funds

§ Implement reasonably designed written cybersecurity 
policies and procedures, addressing risk assessments, 
user security access, information protection, threat 
and vulnerability management, and cyber incident 
response and recovery.  Annual review of policies and 
procedures. Oversight from board of directors for 
registered funds.

§ Registered advisers must report “significant” 
cybersecurity incidents to the SEC within 48 hours 
after the incident has been confirmed.

§ Registered advisers and funds must disclose cyber 
risks and incidents to investors and other market 
participants and maintain books and records on 
cybersecurity matters.
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Advisers Now Focus of SEC Probe

Investment Advisers are receiving SEC exam requests about monitoring, reviewing and retaining electronic business 
communications. At the same time, firms are exposed to increasing cyberattacks, so its important to ensure that 
sensitive data is locked down. 

Takeaways: 

• Poll employees on the apps they are using to conduct business

• Review archiving practices within firm (e.g., are internal chats being maintained?)
• Work with vendors to determine whether communications on frequently-used apps can be archived

• Consider holistic surveillance to detect behavior patterns and relationships

• For firms that adopt BYOD, consider the enterprise-level technological controls to ensure sensitive work-related 
data remains protected

• Reinforce importance of record-keeping rules with leadership and frequent training

Exam Trends – Off Channel Communications
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https://www.acaglobal.com/insights/cybersecurity-and-risk
https://www.sec.gov/rules/proposed/2022/33-11038.pdf
https://www.sec.gov/rules/proposed/2022/33-11038.pdf
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• Please explain the steps taken by the Adviser to monitor, review, and retain electronic 
Communications related to the Adviser’s business.
• Electronic Communications include, but are not limited to, email, text messages, 

messaging apps, instant messages, Bloomberg messaging, and private messaging 
on social media sites.

• Please address the following:
(1) whether supervised persons are permitted to use personal devices for firm 
business or are permitted to use any form of electronic Communication other than 
Adviser email accounts for business purposes;
(2) if so, what steps the Adviser takes to approve the use of such personal devices 
or additional means of electronic Communications; and
(3) what steps the Adviser takes to ensure that supervised persons only use 
approved means of electronic Communications to conduct firm-related business. 
Please also explain the Adviser’s policies on use of Dropbox, Google Drive, and 
other forms of cloud storage by supervised persons.

Recent DRL - Electronic Communication Supervision
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Common Deficiencies for Private Funds
Contractual Compliance Failures
• Failure to obtain informed consent from LPAC when contractually required
• Failure to accurately calculate management fees during post-investment period (failed to adjust management 

fees for “impaired” or “written down” assets
• Implementing investment strategies that diverged from fund documents
• Lack of disclosure for key-person events
• Overcharging management fees by failing to comply with recycling procedures in fund governing documents
Misleading Marketing Activities
• Misleading information about track record (cherry-picking, failing to disclose the impact of leverage on 

performance, use of stale performance)
• Inaccurate performance calculation (data from incorrect time periods, mischaracterization of return of capital 

distribution as dividends from portfolio companies projected rather than actual performance used in 
performance calculations)

• Use of predecessor performance without including material facts 
• Misleading statements about awards
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Common Deficiencies for Private Funds
Inadequate Due Diligence
• Lack of reasonable investigation into underlying investments or funds

• Inadequate policies and procedures for due diligence of investments, lack of consistency in 
reviewing common risks (e.g., cybersecurity, background checks on senior management, quality of 
financial accounting and reporting processes of portfolio companies)

• Failing to address risks of new investment strategies, such as PIPEs and SPACs

Inappropriate Hedge Clauses in Fund Governing Documents
• SEC is focusing on provisions that seek to waive or modify fund manager’s obligations under the 

Advisers Act (such as waiving custody fund audit requirements or providing blanket approval for 
principal transactions)

• SEC is highly sensitive to any waiver language, because the Staff feels investors will believe all their 
rights are waived under U.S. federal securities laws.
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Common Deficiencies 
Compliance Rule -
206(4)-7 - Failure to 

Perform Annual Review 
26.32% 

Compliance Rule -
206(4)-7 - Failure to 

Comply with 
Compliance Manual 

15.79% 

Code of Ethics Rule -
204A-1 - Failure to 

Follow Code of Ethics 
(Failure to Enforce the 

Code) 15.79%

Investment 
Management 

Agreement - Hedge 
Clause 15.79% 

Compliance Rule -
206(4)-7 - Failure to 
tailor CPP to actual 
business practices 

10.53% 

Form ADV -
Misstatements and/or 
Omissions - Failure to 

Disclose Solicitor 
Arrangement 10.53% 

Compliance Rule -
206(4)-7 - Inadequate 

Compliance Resources 
Based on Size / 

Complexity of Business 
10.53%

Books & Records -
Failure to Maintain 

Signed Written Client 
Agreements 10.53% 

Form ADV -
Misstatements and/or 
Omissions - Inaccurate 
Description of Advisory 

Business 10.53% 

Compliance Rule -
206(4)-7 - Failure to 

Comply with 
Compliance Manual 

(Best Execution) 10.53% 

Compliance Rule -
206(4)-7 - Inadequate 

Policies and Procedures 
(Custody) 10.53%

Statistics compiled by ACA from client SEC examinations.
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Recent SEC Focus Areas – MNPI
• SEC issues Risk Alert in April 2022 highlighting RIAs failures to adequate deal with material non-public information (MNPI) 

under Section 204A and Rule 204A-1 under the Advisers Act.  Private Funds have more exposure to public companies:
• More interaction with expert networks and publicly company executive
• Using public company comparable data to inform the valuation process for privately-hedge portfolio companies (a 

trend that’s intensified since COVID-19 pandemic)
• Increase in taking public companies private

• Evaluating prospective add-on targets for existing portfolio companies

• Failures cited in Risk Alert include:

• Not performing basic blocking and tackling for COE: identifying access person, pre-approval for IPO and limited 
offerings, failure to review personal securities transaction reports

• Not identifying and tracking potential sources of inside information (Expert Networks, Alternative Data Providers, 
Value Add Investors)

• Monitoring “Shadow Trading”: “Reviewing relevant trading activity of supervised persons in the securities of publicly 
traded companies that are in similar industries as those discussed during calls”

• Not allocating investment opportunities to clients first
• Check out our blog post: ComplianceAlpha Solves for MNPI and Code of Ethics Deficiencies
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Recent SEC Focus Areas – MNPI and 
Alternative Data Providers

• Focus on Alternative Data Providers. We are seeing SEC examiners look at whether the RIA’s 
compliance department is involved in due diligence of alternative data providers and onboarding. 
What are red flags and how are they resolved?

• Digging into how data is used. SEC exams teams are asking how data is being used in the 
investment decision-making process, including whether managers can attribute profit and loss to 
specific data sets.

• Data Mining Practices probed. Web scraping is getting attention during exams – SEC is asking 
about the managers policies and procedures about this practice.

• Ongoing due diligence expected. SEC is asking about ongoing due diligence of alternative data 
providers – expectation that periodic reviews are taking place.
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https://www.sec.gov/files/code-ethics-risk-alert.pdf
ComplianceAlpha%20Solves%20for%20MNPI%20and%20Code%20of%20Ethics%20Deficiencies
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Recent SEC Focus – ESG
SEC’s Exam priorities for 2023 included reviewing the consistency and adequacy of disclosures of ESG 
strategies to determine:

• Whether the processes and practices match such disclosures and marketing materials
• Whether the firm marketing use of ESG factors has documentation supporting its ESG efforts
• Whether ESG product recommendations are in best interest of retail investors 

• Takeaways. Compliance officers should ensure that the implementation of ESG-related claims are 
adequately documented in investment due diligence memos and ongoing ESG-related 
monitoring

• What we are seeing in exams of advisers with an ESG focus:
• Extensive document request lists 
• Comparison of marketing and disclosures to actual practices 
• Proof of internal policies and procedures and documentation of compliance 
• For firms that claims compliance with industry standards, proof of compliance. For additional details, please see: 

SEC Keeps ESG Momentum with Release of Risk Alert. 
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Recent SEC Focus Areas – Reg. S-ID
Risk Alert on Regulation S-ID:  Rule passed in 2013, “Identify Theft Red Flag Rule” requires financial institutions to implement 
and administer a written program designed to detect, prevent, and mitigate identity theft for customers with “covered 
accounts.” 

• Deficiencies cited:
• Failure to assess whether firms offer or maintain covered accounts
• Using boilerplate language without tailoring program to the firm’s business model
• Failure to train staff on process for identifying and responding to red flags
• Senior management not involved in program oversight.

• Takeaways:
• Review Reg. S-ID policies and procedures and update 
• Limit the amount of personal identifiable information collected and stores
• Encrypt PII at rest and in transit
• Control access to PPII with multi-factor authentication
• Managing access to administrative and privileged accounts
• Monitor access to systems with PII
• Learn from experience and update procedures accordingly
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https://www.acaglobal.com/insights/sec-keeps-esg-momentum-release-risk-alert
https://www.sec.gov/files/risk-alert-reg-s-id-120522.pdf
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What to Expect When it is Your Turn 
for an Examination - Generally

• Expect to have the SEC dig deep even if you interview smartly and demonstrate through interviews you understand hot 
button topics applicable to the asset class(es) you invest in and manage risk effectively (SEC is undertaking an increasing 
amount of independent verifications under the current administration, particularly in relation to institutional and private 
fund managers)

• Expect to receive significantly longer document request lists over the course of the exam. Be prepared to produce 
potentially a lot more documents than in prior exams - and in very limited time (typically 10-14 days)

• In both focused and broad-scope exams, expense more intensity from examiners and greater focus on technical issues –
somewhat of a return to the “broken windows” approach we witnessed with exams undertaken at the outset of Dodd Frank

• Expect to have marketing materials, websites and social media footprints reviewed carefully, with an emphasis on 
performance marketing (including targeted, projected and back-tested performance numbers) and back-up, to ensure 
compliance with the new Marketing Rule. 

• Expect increased focus on cyber/data security matters and expect current focus on employees’ business communications 
via unauthorized channels.  Anticipate scrutiny of how firms are holistically monitoring for such risk (e.g., via email reviews 
and use of AI-based holistic surveillance tools).
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What to Expect When it is Your Turn 
for an Examination – Private Markets Managers

§ Private markets firms should expect a significant increase in scrutiny across the board on all of the historic and emerging 
hot-button areas of relevance to them (e.g., fees and expenses, conflicts, valuations, etc.)

§ Private markets managers should carefully assess the potential impact of the flurry of recently proposed rules, including 
new Form PF reporting requirements and enhanced PF reporting for a broader segment of the private equity fund industry, 
and proposed rules aimed at the private funds industry that seek to ban certain practices, require heightened and 
standardized reporting to investors around performance and fees and expenses (fund- and portfolio company-level), and 
require mandatory annual audits (with notable changes from current custody-rule requirements). The investor protection 
themes underlying these proposals will likely have a significant impact on the SEC’s examination and enforcement agendas -
irrespective of whether or in what form these proposals get adopted.

§ Anticipate increased focus on technical compliance matters, e.g., custody rule compliance, personal trading rules 
compliance, etc.

§ Expect increased focus on how private fund managers are monitoring MNPI risks arising from interactions with public 
company senior management teams and expert networks

§ Consistent with the focus areas in EXAMS’ recent private fund risk alert, anticipate increased focus on: (i) compliance with 
side letters and fund governing documents (including whether firms are using effective software/other tools to monitor and 
document compliance with such legal documents) and (ii) formalized investment processes addressing initial and ongoing 
due diligence on portfolio company investments.
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https://www.sec.gov/files/private-fund-risk-alert-pt-2.pdf
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• Conflicts of Interest. Heightened scrutiny of conflicts surrounding fee billing, including the 
terms of discounts.  SEC encourages centralized billing processes to reduce errors.

• Preventing Trading on MNPI.  SEC emphasizes its ability to detect potential violations 
through their use of data analytics, so managers should do the same. This is an area where 
an outside vendor can assist, either through RegTech (such as through Market Abuse 
software and AML/KYC/CIP solutions) or outsourcing the function.

• New Marketing Rule Compliance. Managers should consider the impact of statements 
made by third parties (PR firms), including any social media posts and positive statements 
issued in the market related to their business. RIAs may be responsible for those 
statements (if they had any direct/indirect involvement) and, under the New Marketing 
Rule, some of those "influencer" statements will be deemed to be marketing.

What to Expect When it is Your Turn 
for an Examination – Public Markets Managers
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