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A. Overview of SEC Interpretive Release on Investment Adviser Standard of Conduct.
1. On June 5, 2019, the Securities and Exchange Commission (“SEC”) released an Interpretive Release, which was 

effective immediately, in conjunction with Regulation Best Interest (“Regulation BI”) and the adoption of Form 
CRS. Unlike Regulation BI, which is only applicable to retail clients, the Interpretive Release is applicable to 
both retail and institutional clients. In this Interpretive Release, the SEC reaffirmed and clarified certain aspects 
of the fiduciary duty that an investment adviser owes to its clients, including that the fiduciary duty:

a) is broad;

b) applies to the entire adviser-client relationship; and

c) is made enforceable by the anti-fraud provisions of the Investment Advisers Act of 1940, as amended (the 
“Advisers Act”). 

Additionally, the SEC warned the industry that an adviser may not waive its fiduciary duty, regardless of how 
sophisticated the client is. Thus, even for institutional clients, who  arguably have more knowledge and 
sophistication than a retail client, the adviser may not waive its fiduciary duty.

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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2. The Interpretive Release confirmed that the fiduciary duty under the 
Advisers Act is comprised of both the duty of loyalty and the duty of care, 
and when read in conjunction with Regulation BI, can be characterized as 
requiring an investment adviser “to act in the best interest of its clients at 
all times.”
a) It is clear through the Interpretive Release that an adviser’s fiduciary duty follows 

the contours of the relationship between the adviser and the client, who may 
shape their relationship by agreement (i.e., through the Investment Management 
Agreement or through the Advisory Contract), provided that there is full and 
fair disclosure. 

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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B. What Is the Duty of Care?
In general, the duty of care requires an adviser to provide 
investment advice in the best interests of its client based on the 
clients’ objectives. Specific guidance from the SEC includes:
1. An adviser must provide advice that is in the best interests of the 

client (including institutional clients): 
a) An adviser needs to provide advice that is suitable for each client. To do so, 

an adviser must have a reasonable understanding of each client’s objectives. 
For institutional clients, the adviser should have a reasonable understanding 
of the specific investment mandates from those clients. 

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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2. An adviser must have a reasonable belief that the advice is in the best 
interests of the client: 

a) The SEC confirmed that the duty of care includes the requirement that the adviser 
have a reasonable belief that the advice is in the best interests of the client. The SEC 
provided the following guidance on this requirement:
i. the adviser should evaluate its advice in the context of the portfolio of the client, 

the client’s objectives and the nature of the client; 
ii. high-risk products require heightened scrutiny; 

iii. the adviser should conduct a reasonable investigation into the investment; and
iv. the adviser should examine the costs associated with the investment advice, and 

the investment objectives, liquidity, characteristics, risks, volatility, likely 
performance, time horizon and cost of exit of the product.

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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b) Note – the duty of care applies to all investment advice provided to clients, 
including advice about investment strategy, engaging a subadviser and account 
type. 
i. Advice about account type includes advice about whether to open or invest 

through a certain type of account.

3. Duty to provide advice and monitoring over the course of the relationship:
a) The SEC stated for the first time that an investment adviser’s duty of care 

encompasses the duty to provide advice and monitoring at a frequency that is in 
the best interests of the client. As a result,
i. this takes into account the scope of the agreed relationship; and
ii. the adviser’s duty to monitor extends to all personalized advice it 

provides to the client. 

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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C. What Is the Duty of Loyalty?
1. The SEC interpreted the duty of loyalty such that an adviser may not 

subordinate its clients’ interests to its own. To meet this standard, an 
adviser must:

a) Make full and fair disclosure* to its clients of all material facts relating to the advisory 
relationship, including the capacity in which the firm is acting with respect to the advice 
provided; and

i. *Full and fair disclosure will depend on, among other things, the nature of the client, the 
scope of services rendered, and the material fact or conflict. The SEC clarified that this 
disclosure requires that the client be put in a position to understand the disclosure and 
provide informed consent.

b) Eliminate, or at least expose through full and fair disclosure, all conflicts of interest “which 
might include an investment adviser – consciously or unconsciously – to render advice 
which was not disinterested.”

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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2. The SEC provided additional guidance on what is required 
by the duty of loyalty:
a) Specificity of Disclosure:

i. For disclosure to be full and fair, it should be sufficiently 
specific so that a client is able to understand the material 
fact or conflict and make an informed decision.

ii. A disclosure that an adviser “may” have a particular conflict, 
without additional details, is insufficient.

Fiduciary Duty – SEC Interpretive Release 
on Investment Adviser Standard of Conduct
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A. Overview of Use of Technology by Investment Advisers
1. With the evolution of technology, the rate at which advisers are adopting 

compliance technology and software has dramatically increased over the past 
decade. When implemented correctly, these tools can offset the burden posed by 
heightened regulation and risks. The use of technology can assist in: 

a) monitoring employee emails;
b) archiving employee emails;. 
c) protecting the work that remote employees perform;
d) testing and improving policies and procedures that are in place; 

i. One example is developments in artificial intelligence to facilitate compliance (e.g., tools 
that can review marketing materials and test against the new Marketing Rule); and

e) using a compliance calendar designed to ensure that chief compliance officers never 
miss an important date.

Use of Technology

9

2. Not all types of technology are created for the specific compliance needed. 
Digital engagement practices (“DEPs”) and technology are used more frequently 
by advisers in providing investment advice to both retail and institutional clients, 
including the use of artificial intelligence technology (“AI”). 

a) Certain DEPs have also been credited with making investment platforms more 
accessible to retail investors, particularly younger investors, and assisting in the 
development and implementation of beneficial investor education tools and 
resources.

b) Some advisers use various analytical and technological tools to develop and provide 
investment advice, including through online platforms or as part of enhancing their 
in-person investment advisory services. 

c) Some tools can automate certain functions (e.g., trade order management, personal 
trade reporting), but may still need an overarching tool to manage the overall 
program.

d) Advisers may also engage in DEPs to develop and provide investor education and 
related tools. 

Use of Technology

10
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e) Specific examples of the use of DEPs and technology include:

i. behavioral prompts;

ii. differential marketing;

iii. gamelike features (commonly referred to as gamification); and

iv. other design elements or features designed to engage with retail investors on 
digital platforms (e.g., websites, portals and applications), as well as analytical and 
technological tools and methods.

Use of Technology

11

3. Benefits of technology to bridge the gap between regulatory 
compliance and actual operations.
a) There exists a gap due to lack of adequate resources, insufficient time to manage 

compliance, and lack of knowledge or experience.

b) Technology can be used to increase efficiency and offer built-in knowledge (e.g., 
compliance testing tools that already build in compliance requirements).

c) Technology for compliance management can allow an adviser and its personnel 
to focus more on business development and client service.

d) Keep track of obligations spelled out in compliance policies and procedures and 
of the performance of such obligations.

Use of Technology

12



2/24/23

7

4. The benefits of technology are optimized when it promotes 
both innovation and integration. However, as the regulatory 
environment is constantly changing, advisers are faced with a 
decision: continue with manual processes, checking and 
rechecking potential risk points, or invest in a comprehensive 
regulatory compliance technology designed for accuracy 
and dependability. 

Use of Technology

13

B. Approaches to Using Technology
1. Identifying areas that are most time-consuming and 

present the most risk for the firm.
2. Using tools that address specific areas versus finding a 

comprehensive tool that seeks to address multiple 
compliance areas.

Use of Technology

14
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C. Limitations on the Use of Technology
1. Identifying which compliance areas still need human 

oversight and to what degree.
2. The CCO still has to ensure that the technology used is 

sufficient to meet the regulatory compliance obligations 
along with the issues identified below in Section III.

Use of Technology

15

A. Breach of Fiduciary Duties
1. As stated in Part I of this outline, advisers are fiduciaries to their clients. Advisers 

have an affirmative duty of care, loyalty, honesty and utmost good faith to act in 
the best interest of investors when providing investment advice. 

a) As fiduciaries, advisers have a special relationship of trust and confidence with their 
clients, acting in their clients’ best interest throughout and with respect to all aspects 
of their advisory relationship. 

b) This strong principles-based standard remains at the heart of an investment adviser’s 
relationship with its clients and applies both to the adviser’s general activities with its 
clients and to client engagements conducted through DEPs and technology.

2. Advisers must ensure that they do not breach their fiduciary duties to their 
clients as a result of the use of DEPs and technology. 

Potential Issues with the Use of Technology
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3. One such example of the adviser’s fiduciary duty is obtaining client information 
to provide suitable advice. 

a) Under the fiduciary duty imposed upon advisers, advisers have a duty of care to 
provide investment advice that is in the best interest of the client, based on a 
reasonable understanding of the client’s objectives, including by understanding their 
financial situation.

b) All advisers, including those that provide digital advice, are required to have 
procedures and controls in place to ensure that suitable advice is being provided at 
all times. 

c) Rule 206(4)-7 requires advisers to, among other things, adopt and implement policies 
and procedures that are reasonably designed to address an adviser’s obligations 
regarding the provision of suitable advice. 

i. This generally means advisers must have a process in place to develop a reasonable 
understanding of a client’s objectives by, at a minimum, making a reasonable inquiry 
into the client’s financial situation and financial goals (i.e., developing a client’s 
“investment profile”).

Potential Issues with the Use of Technology

17

d) This raises concerns about the ability of digital advisers to obtain 
“clarifying information where client questionnaire responses seem 
conflicting, or address risk tolerance levels based on client reaction to 
stressed market conditions.” 

e) As such, at a minimum, advisers using DEPs and technology should:
i. make use of questionnaires, which is a common means by which advisers get 

information from their clients; 
ii. use various methods to address inconsistent or unclear client responses, for 

example by implementing manual or electronic systems to flag certain 
responses for additional follow-up; and 

iii. use certain design features on their online platforms (e.g., pop-up or hover 
boxes) to provide clients with additional clarification examples that could 
elicit more accurate responses.

Potential Issues with the Use of Technology

18
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4. Another example of the adviser’s fiduciary duty is providing suitable advice through the 
use of DEPs and technology. 

a) There exist concerns regarding whether an automated algorithm may produce investment 
advice for a particular client that is inconsistent with the client’s investment strategy, either 
through a design flaw or through reliance on incomplete information about the client that 
depends on limited input data.

b) This reliance may also result in a failure to detect changes in clients’ circumstances that may 
warrant a change in investment strategy.

c) The quality of the investment advice may also depend on an algorithm that may not be 
adequately monitored by human personnel.

d) The adviser’s duty of care requires an adviser to provide advice and monitoring at a frequency 
that is in the best interest of the client, taking into account the scope of the agreed relationship. 
Accordingly, advisers using DEPs and technology should:

i. have procedures and controls in place reasonably designed to ensure that suitable advice is being 
provided at all times; and 

ii. have a process in place to ensure that they maintain their understanding of the client’s investment 
profile and adjust their advice accordingly to reflect any changed circumstances.

Potential Issues with the Use of Technology

19

B. Testing and Monitoring of Algorithms
1. Advisers must oversee, monitor and test the use of algorithms when providing 

investment advice. 
a) In 2017, the SEC issued an IM Guidance Update related to robo-advisers (the “2017 Guidance”).2 As 

suggested in the 2017 Guidance, advisers already should consider adopting and implementing written 
policies and procedures addressing, for example, the development, testing and backtesting of the 
algorithmic code and the post-implementation monitoring of its performance. 

2. To the extent applicable, this may include implementing procedures designed to 
ensure that: 

a) the code is adequately tested before and periodically after it is integrated into the digital advice platform; 
and/or 

b) the code performs as represented, and any modifications to the code would not adversely affect client 
accounts.

Potential Issues with the Use of Technology

2 See SEC IM Guidance Update: Robo-Advisers, No. 2017-02 (Feb. 2017). 

20
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3. Additionally, as suggested in the 2017 Guidance, advisers could consider, to the 
extent applicable, having risk-based written policies and procedures tailored to 
their business that address:

a) the appropriate oversight of any third party that develops, owns or manages the 
algorithmic code or software modules utilized by the adviser; 

b) the prevention and detection of, and response to, cybersecurity threats;
c) the use of social and other forms of electronic media in connection with the marketing 

of advisory services (e.g., websites, compensation of bloggers to publicize services, 
“refer-a-friend” programs); and

d) the protection of client accounts.
4. Advisers should also have plans in place with respect to key advisory systems (i.e., 

an adviser’s fiduciary duty requires it to take necessary steps “to protect the clients’ 
interests from being placed at risk as a result of the adviser’s inability to provide 
advisory services”).

Potential Issues with the Use of Technology

21

C. Adequate Disclosure
1. The use of DEPs and technology by advisers may present certain 

unique risks or conflicts of interest, and the advisers must be able to 
disclose these to their clients effectively. 

2. An adviser’s duty of loyalty requires that it make full and fair 
disclosure of all material facts relating to the advisory relationship 
and eliminate or make full and fair disclosure of all conflicts of 
interest that might incline it to render advice that is not disinterested. 
The disclosure must be such that a client can provide informed 
consent to the conflict. 
a) This duty applies equally to all advisers, regardless of the means 

through which they interact with their clients.

Potential Issues with the Use of Technology

22
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3. The 2017 Guidance suggests that advisers should consider disclosing:
a) a general description of the algorithmic functions used to manage accounts, 

including any assumptions or limitations;
b) how the algorithm might rebalance accounts in response to certain market 

conditions, circumstances that may warrant the adviser to override the 
algorithm (e.g., defensive measures taken in stressed market conditions;

c) the degree of human involvement in oversight and management of accounts, 
including the extent to which client accounts are being monitored; 

d) an explanation of how and when a client should update information previously 
provided); and

e) changes to the algorithmic code that may materially affect their portfolios.

Potential Issues with the Use of Technology

23

4. With respect to conflicts, the 2017 Guidance suggests that advisers using 
DEPs and technology consider disclosing a description of the involvement of 
a third party in the development or management of the algorithm being 
used and any conflicts that may arise, including with respect to 
compensation arrangements. 
a) However, advisers using DEPs and technology should also identify other 

potential conflicts, such as whether algorithms may result in clients being 
invested in assets in which the adviser or its affiliate(s) holds interest or advises 
separately. 

5. As a reminder, all disclosure should be effective disclosure (i.e., disclosure 
that the investor can easily access and digest). Further, as suggested by the 
2017 Guidance, disclosure included in pop-up boxes, interactive text or links 
to FAQs can also be useful, effective disclosure.

Potential Issues with the Use of Technology
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D. Compliance Programs
1. As noted above, Rule 206(4)-7 requires all advisers to establish an internal 

compliance program that addresses the adviser’s performance of its regulatory 
obligations. The 2017 Guidance reminds advisers that use DEPs and technology 
that, when they develop their risk-based compliance programs, they should be 
mindful of the unique aspects of algorithm- based investment models, some of 
which are discussed above.

2. In a November 2020 Office of Compliance Inspections and Examinations (“OCIE”) 
Risk Alert, OCIE staff observed that advisers did not devote adequate resources, 
such as information technology, staff and training, to their compliance programs.3

a) Specifically, OCIE staff observed that advisers that had significantly grown in size or 
complexity but had not hired additional compliance staff or added adequate 
information technology, had failures in implementing or tailoring their compliance 
policies and procedures.

Potential Issues with the Use of Technology

3 SeeOffice of Compliance Inspections and Examinations, OCIE Observations: Investment Adviser Compliance Programs, (Nov. 19, 2020).

25

E. Use of “Robo Advising” and Related SEC Risk Alert
1. In November 2021, the Division of Examinations (“Division”) issued a risk alert related to 

advisers that provide electronic investment advice (the “Robo-Advising Risk Alert”).4 The 
Division observed that there was a significant increase in the number of advisers choosing to 
provide automated digital investment advisory services to their clients, and it sought to 
obtain a better understanding of how robo-advisers were operating their firms, providing 
advisory services to retail and institutional clients, and satisfying their regulatory obligations 
under the Advisers Act.

a) In particular, the Division focused on how robo-advisers were upholding their fiduciary duty to (1) 
provide clear and adequate disclosure regarding the nature of the advisers’ services and 
performance history; and (2) act in their clients’ best interests.

2. The use of automated digital investment advisory services (“robo-advisory services”) can 
have important investor protection implications. On the one hand, automation can offer 
significant benefits, including providing convenient, accessible and lower-cost services for 
investors and enhancing operational efficiency for advisers. When robo-advisers fail to 
comply with their regulatory obligations, however, investors may experience poor outcomes.

Potential Issues with the Use of Technology

4 SeeDivision of Examination, Observations from Examinations of Advisers that Provide Electronic Investment Advice, (Nov. 9, 2021).

26

https://www.sec.gov/files/Risk%20Alert%20IA%20Compliance%20Programs_0.pdf
https://www.sec.gov/files/exams-eia-risk-alert.pdf


2/24/23

14

3. Key observations from the Division include:
a) Advisers failed to “[i]nclude elements in their policies and procedures specific to their use of an online platform 

and/or other digital tools for the provision of investment advice, such as assessing whether the advisers’: (1) 
algorithms were performing as intended; (2) asset allocation and/or rebalancing services were occurring as 
disclosed; and/or (3) data aggregation services did not impair the safety of clients’ assets as a result of the 
adviser having direct or indirect access to clients’ credentials (e.g., PINs and passwords).”

b) More than half of the advisers observed had hedge clauses and/or other exculpatory language in their advisory 
agreements, “terms of use and conditions,” or other documents that may not align with their fiduciary duty.

c) Robo-advisers “[l]acked written policies and procedures related to the operation and supervision of their 
automated platforms, increasing the risk of algorithms producing unintended and inconsistent results (e.g., due 
to coding errors or coding insufficient to address unforeseen or unusual market conditions, such as those caused 
by geo-political events, substantial oil price movements, or interest rate changes).”

d) Tailored compliance policies require robo-advisers to pay special attention to the construction, testing and 
safeguarding of algorithms and any other technology robo-advisers use to deliver advice. This likely requires 
coordination between a robo-adviser’s legal and compliance personnel on the one hand and its technology 
personnel on the other.

4. The Division encouraged advisers providing electronic investment advice to review their portfolio management 
practices and related disclosures; performance advertising and marketing materials; and written policies and 
procedures, including the implementation and testing of those policies and procedures, to ensure that they are 
consistent with the Advisers Act and the rules thereunder as well as with other federal securities laws, as 
applicable. 

Potential Issues with the Use of Technology

27

F. Use of AI Technology
1. For advisers that are using third-party AI technology, there exists an additional issue of how the adviser will be 

able to satisfy not only its fiduciary duties but also other regulatory and legal requirements.
a) The SEC’s recent proposed rule on Outsourcing by Investment Advisers offers some insight into the SEC’s 

expectations of an adviser’s use of AI technology.5

i. The SEC noted that the use of AI technology may form part of an advisory “covered function” that requires 
enhanced oversight. 

ii. The SEC also asked in the proposal whether an adviser using third-party AI technology should “be required to 
confirm it has sufficient internal expertise to effectively oversee the service provider” or should it have to hire 
another third party to assist with oversight. 

b) While the Robo-Advising Risk Alert did not specifically address AI technology, many of the key observations from 
the Division, set forth in Section E.3 above, will also apply to the use of AI technology by advisers. 

c) If an investment adviser uses AI technology to produce investment advice, it must also consider whether AI 
developers or coders are “access persons” for purposes of its Code of Ethics, whether personnel securities 
reporting obligations need to be expanded, and how to best prohibit and monitor for insider trading and other 
manipulation concerns.

Potential Issues with the Use of Technology

5 SeeOutsourcing by Investment Advisers, Proposed Rule, 87 Fed. Reg. 68,816 (Nov. 16, 2022). 
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2. Another potential issue is whether the developer of AI (if separate from the 
investment adviser) is itself acting as an investment adviser and owes a 
fiduciary to its investment adviser clients and to their clients. 
a) While this remains an open issue, this line was addressed by the SEC in its 

recent Request for Comment on Certain Information Providers Acting as 
Investment Advisers, released on June 15, 2022.6

i. While this release focused on index providers, model portfolio providers and pricing services 
and did not mention AI specifically, the release nevertheless raised relevant questions about 
(1) whether an AI service provider that produces advice is an “investment adviser,” (2) whether 
the technology is akin to calculating technology that has in the past been considered outside 
of the investment adviser definition, and (3) whether the so-called “publisher’s exclusion” and 
related First Amendment rights protect AI developers from adviser status.

Potential Issues with the Use of Technology

6 See Request for Comment on Certain Information Providers Acting as Investment Advisers, 87 Fed. Reg. 37,254 (June 22, 2022). 

29

G. Rule 3a-4 Under the Investment Company Act of 1940, as 
Amended (the “1940 Act”)
1. Investment advisory programs may rely on Rule 3a-4 under the 1940 

Act to determine that they are not sponsoring or otherwise operating 
an investment company.
a) The rule provides a nonexclusive safe harbor with respect to certain 

similarly managed accounts provided that the discretionary account 
advisory services have certain “characteristics,” as enumerated in 
Rule 3a-4.

2. Discretionary advisers, including those using DEPs and technology, 
must determine whether their programs are consistent with the safe 
harbor conditions found in Rule 3a-4. 

Potential Issues with the Use of Technology

30
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H. Marketing Rule Implications
1. The use of DEPs and technology by advisers may ultimately implicate the new Marketing Rule (Rule 206(4)-1). The Marketing 

Rule generally addresses any “direct or indirect” communication an adviser makes to more than one person – regardless of how 
the communication is disseminated (i.e., communications through DEPs would be considered within the scope of the rule’s 
requirements). 

2. The new Marketing Rule includes the following seven principles-based prohibitions as a means reasonably designed to prevent 
fraudulent, deceptive or manipulative acts, including through the use of DEPs:

a) Include any untrue statement of a material fact or omit to state a material fact necessary in order to make the statement made, in 
light of the circumstances under which it was made, not misleading.

b) Include a material statement of fact that the adviser does not have a reasonable basis for believing it will be able to substantiate 
upon demand by the SEC.

c) Include information that would reasonably be likely to cause an untrue or misleading implication or inference to be drawn 
concerning a material fact relating to the investment adviser.

d) Discuss any potential benefits to clients or investors connected with or resulting from the investment adviser’s services or methods 
of operation without providing fair and balanced treatment of any material risks or material limitations associated with the potential 
benefits.

e) Include a reference to specific investment advice provided by the investment adviser where such investment advice is not presented 
in a manner that is fair and balanced.

f) Include or exclude performance results, or present performance time periods, in a manner that is not fair and balanced.
g) Otherwise, be materially misleading.

Potential Issues with the Use of Technology

31

3. It should be noted that applying the general prohibitions of the new 
Marketing Rule is a “facts and circumstances” analysis, which means 
that an adviser should consider the sophistication of the target 
audience, including whether an investor is a retail investor.

a) Additionally, since DEPs are covered by the new Marketing Rule, each of the above 
prohibitions applies to all marketing communications. Advisers should tailor their 
policies and procedures to match their business and use of DEPs and technology, and 
for their marketing practices. 

Potential Issues with the Use of Technology

32
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A. Overview of Rule 206(4)-2
1. Advisers Act Rule 204-2 (the “Books and Records Rule”) requires advisers to make 

and keep certain books and records relating to their investment advisory 
business, including typical accounting and other business records as required by 
the SEC. Specific to the use of DEPs and technology by advisers include, but are 
not limited to, the following:

a) Records Pertaining to Investment Advice and Transactions in Client Accounts
i. In general, advisers must archive all written communications received and sent in 

relation to recommendations or advice, transactions of securities or funds, and all buy 
or sell orders. This would include communications used via DEPs and technology.

ii. If an adviser rebalances a client’s portfolio, all transactions need to be recorded, and 
so do the emails, any attachments, and other communications related to those 
transactions. The adviser will need to maintain a paper trail not only on the 
rebalancing but on the recommendations that drove the process. If the rebalancing is 
done in a different way (i.e., via DEPs), then that must also be documented.

Record-Keeping Requirements

33

b) Records Pertaining to Client Communications and 
Recommendations
i. Correspondence with clients and prospects should also be collected and 

properly archived. This is more than just receipts of transactions, but also 
includes originals of all communications received and copies of all 
communications sent. This would also include all communications sent via 
the adviser’s DEPs or technology. 

a. This process can be simplified by implementing technology solutions to automate the 
collection, storage, review and retrieval processes.

Record-Keeping Requirements

34
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c) Records Pertaining to Registration and Client Disclosure Documents
i. According to Rule 204-2(a)(14):

a. Advisers are required to maintain a copy of each disclosure document and each 
amendment or revision to it that was given or sent to clients or prospective 
clients, along with a record reflecting the dates on which such disclosure was 
given or offered to be given to any client or prospective client who subsequently 
became a client.

b. In other words, advisers need to retain each disclosure ever sent to clients and 
prospective clients, along with the details of when it was sent. This includes 
disclosures related to the use of DEPs and technology by the adviser. 

2. In implementing these record-keeping requirements, investment advisers are also 
required to “reasonably supervise” the compliance of their employees with these 
requirements under Section 203(e)(6) of the Advisers Act. 

Record-Keeping Requirements

35

B. Recent SEC Enforcement Action
1. Recently, the SEC charged a broker-dealer and an affiliated investment adviser with record-keeping failures,7

based on their employees’ failure to maintain and preserve written electronic communications in the context 
of pervasive use of personal text messages and other text messaging platforms such as WhatsApp on 
personal devices (off-channel communications). 

a) In relevant part, the Books and Records Rule requires that advisers preserve in an easily accessible place 
originals of all communications received, and copies of all written communications sent relating to their 
business activities.

2. Specific facts of the SEC enforcement action include:
a) Off-channel communications were used at all levels of seniority across the firms, both for internal purposes 

and for external communications with clients and were used to discuss core business matters such as 
investment strategy, investment banking services, market analysis and trading results. 

b) Each firm had certain policies and procedures designed to ensure the retention of business-related records, 
including with respect to prohibitions and limited permitted use of off-channel communications, but in each 
case the firms failed to sufficiently implement training, follow-up and review systems to ensure that their 
respective record-keeping and communications policies were being followed by employees. 

c) As a result, the SEC found numerous instances of employees disregarding firm policies and engaging in 
noncompliant off-channel communications that were generally not monitored, subject to firm review, 
archived or otherwise retained. 

Record-Keeping Requirements

7 See SEC Press Release: SEC Charges 16 Wall Street Firms with Widespread Recordkeeping Failures, Release 2022-174 (Sept. 27, 2022). 
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3. Based on this SEC enforcement action, all advisers will need to take meaningful 
proactive steps to ensure compliance and cannot simply rely on the existence of firm 
record-keeping policies. 

a) Given the pervasiveness of text messaging and other chat applications in the modern 
workplace, it is possible that the SEC will make robust record-keeping compliance programs a 
point of emphasis moving forward. 

b) To ensure compliance with record-keeping obligations and to avoid substantial financial 
penalties, advisers will need to ensure that:

i. their compliance department has in place detailed policies and procedures with respect to the 
use of off-channel communications; and 

ii. their compliance departments are authorized and empowered to take proactive measures in 
monitoring employee compliance with record-keeping policies, including through the use of (A) 
training programs; (B) enhanced surveillance protocols for investigating incidents of off-channel 
communications; (C) swift employment action, including compensation and promotion impact, 
and termination following a breach; and (D) technological investments to facilitate compliant 
communications. 
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