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In October 2022, the SEC proposed a new anti-fraud rule under the Advisers Act and 

changes to the Act’s recordkeeping rule and Form ADV to address the outsourcing of 

certain advisory functions.  The proposed new rule and rule and form changes reflect a 

prescriptive approach to the selection and monitoring of service providers, in stark 

contrast to the principles-based approach that governs this area today. This outline 

examines each approach, offering some practical tips along the way. 

The Principles-Based Approach 

A.  An adviser’s fiduciary duties of care and loyalty infuse every aspect of the 
adviser’s relationship with its clients, including the engagement of service 
providers to perform functions that are material to its advisory business.   

 
1.  The duty of care obliges an adviser to provide advice that is in a client’s 

best interest.  This, in turn, requires the adviser to take reasonable steps to 

avoid basing its advice on materially inaccurate or incomplete information. 

 

▪ For example, an adviser should not rely on prices supplied by a 

valuation service, investment recommendations supplied by a 

subadviser or portfolio allocations suggested by a trading 

platform without taking reasonable steps to ensure that such 

reliance is in clients’ best interests. 

 

2.  The duty of care also requires an adviser to seek best execution of 

clients’ trades, which entails a reasonable examination of the full range and 

quality of services provided by the brokers and dealers the adviser selects. 

 

 
1  Please note that this outline is intended as a general discussion of contemporary compliance issues.  It 

is not an exhaustive treatment of the topics discussed, nor does it provide legal advice regarding fact-
specific issues an investment adviser may face.  We would be pleased to answer any questions you may 
have about these matters. 
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3.  The duty of loyalty obliges the adviser not to subordinate clients’ interests 

to its own.  This entails an obligation to eliminate, or at least manage and 

disclose, all conflicts of interest that might tempt an adviser to render advice 

that is not disinterested. 

 

▪ For example, engaging service providers to perform material 

functions could present a conflict of interest where the adviser 

uses client commissions (i.e. soft dollars) to pay for the service 

rather than paying a third-party directly or performing the service 

in-house.  Conflicts also could arise where the adviser engages 

an affiliated service provider or where engaging the service 

provider confers some other direct or indirect benefit on the 

adviser. 

 

4.  An adviser is not relieved of its fiduciary duties simply because it hires 

another party to perform an advisory function.  On the contrary, the adviser 

retains its fiduciary responsibilities for the advisory functions it delegates to 

others.   

 

B.  Under a principles-based regulatory approach, an adviser can select and 

monitor service providers in a way that both satisfies its fiduciary responsibilities 

and suits its particular circumstances.  As a general matter, the adviser should: 

 

1.  Have a comprehensive view of each activity a service provider performs; 

 

2.  Understand the risks generated from outsourced activities and assess 

those risks against the risks and benefits of performing the service in-house, 

where feasible; 

 

3.  Incorporate the risks of outsourcing into the adviser’s overall compliance 

program; and 

 

4.  Ensure that the use of service providers is consistent with its regulatory 

obligations and its disclosures and representations to clients. 

 

C.  When conducting due diligence on a service provider, an adviser should:  

1.  Take steps to reasonably ensure that the service provider has adequate 

qualifications and/or expertise to perform the activity in question. 

 

➢ Compliance Tip:  Where relevant, make a reasonable inquiry about 

the sufficiency and credentials of the service provider’s staff, its 

sources of information and its error correction practices. 
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➢ Compliance Tip:  Make sure that outsourced compliance services 

are configured to meet your obligations under the Advisers Act. For 

example, make sure that you tailor any off-the-shelf compliance 

manual to your particular operations. If you use an outsourced CCO, 

make sure that he or she devotes sufficient time to your firm, 

understands your business and has sufficient gravitas to be effective.    

 

2.  Gather sufficient information to understand any conflicts of interest a 

service provider might have that could have a material negative effect on 

the adviser’s operations and assess whether the firm has adequate 

procedures to address any such conflicts.  

 

3.  Verify the service provider’s cybersecurity controls, if it will have access 

to client information or to sensitive systems of the adviser. 

 

➢ Compliance Tip:  Review the service provider’s cyber-risk 
management reports, audit reports, contingency plans or other 
measures designed to safeguard your confidential information or that 
of your clients. 
 

➢ Compliance Tip: Keep in mind that if you disclose certain types of 
protected client information to a service provider, Regulation S-P 
requires you to contractually obligate the service provider not to 
disclose or use the protected information for any purpose other than 
as necessary to perform the subject services.  

4. Review the service provider’s disciplinary history and business reputation 

and contact customer references. 

 

5.  Ensure that upon termination of a service provider contract, sensitive 

client or adviser data will be appropriately safeguarded or destroyed.   

 

➢ Compliance Tip: After contract termination, make sure you continue 
to have “essentially immediate” access to all books and records 
covered by Advisers Act Rule 204-2 for the required time periods. 
 

➢ Compliance Tip:  At the time you engage a service provider, make 
plans for an orderly transition of the service to another third party or 
to your own staff (i.e., have a plan to bring the service in-house). 

D.  Hiring a service provider is not a “set-and-forget” exercise.  In order to satisfy 

its fiduciary duties, an adviser must conduct appropriate oversight of the service 

provider’s compliance with contractual obligations and adherence to policies and 

procedures.   
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➢ Compliance Tip:  Make service provider oversight a part of your 

annual compliance reviews under Advisers Act Rule 206(4)-7. 

 

➢ Compliance Tip:  Ask your service providers for timely notification 

of cybersecurity incidents or material service outages, as well as 

annual updates of representations and warranties regarding staffing, 

operations, conflicts of interest and related control procedures. 

 

➢ Compliance Tip:  Spot check a service provider’s performance.  For 

example, examine a sample of valuation determinations, proxy vote 

recommendations, and trading recommendations against applicable 

guidelines or procedures. Check the availability of a sample of 

records maintained by an outsourced document storage provider, 

and manually review a sample of personal trades precleared through 

automated compliance software. 

 

➢ Compliance Tip:  Don’t ignore red flags.  If you become aware of a 

cybersecurity breach, service interruption, significant labor issue or 

legal or regulatory action against your service provider—through 

direct notification or otherwise—investigate the potential impact on 

your business and your clients and take action if appropriate. 

 

E.  Outsourcing advisory functions has recordkeeping implications as well.  

Advisers Act Rule 204-2(a)(10) requires advisers to maintain all written 

agreements relating to the adviser’s business as such; and Rule 204-2(a)(17) 

requires the maintenance of compliance policies and procedures and evidence of 

annual compliance reviews. 

➢ Compliance Tip:  In addition to the foregoing, make sure you have 

enough documentation to demonstrate that your use of service 

providers is consistent with your fiduciary duties.  Remember the 

cardinal rule of SEC compliance exams: “If it isn’t documented, it 

never happened!”   

The Proposed Rules-Based Approach 

The Commission proposes to impose a series of prescriptive requirements on an 

adviser’s selection and monitoring of both affiliated and unaffiliated service providers, as 

well as extensive new recordkeeping and disclosure requirements relating to outsourcing. 

A.  Proposed Rule 206(4)-11 

This new antifraud rule would establish minimum due diligence and monitoring 

standards that would apply whenever an investment adviser engages a Service 

Provider to perform a Covered Function. 
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1.  Terminology [Rule 206(4)-11(b)] 
 

a. A Service Provider is a person or entity—other than a supervised 

person of the adviser—that performs at least one Covered 

Function. It does not matter whether the service provider is, itself, 

a regulated entity. 

 

➢ Compliance Tip:  Consider making relevant employees of an 
affiliated Service Provider your own supervised persons.  Although 
the Advisers Act’s principles-based supervision obligations will 
apply, the prescriptive elements of Rule 206(4)-11 will not. 

 
b.  A Covered Function is a function or service—other than a clerical, 
ministerial, utility or general office function or service—that: 
 

i. is necessary for the adviser to provide its investment 

advisory services in compliance with the Federal securities 

laws, and 

 

ii. would, if not performed or if performed negligently, be 

reasonably likely to have a material, negative impact on the 

adviser’s clients or the adviser’s ability to provide its advisory 

services. 

c.  While the rule does not specify which functions meet the first 
element of the definition, the Commission suggests functions related 
to investment decision-making and portfolio management and 
services that directly support such activities would do so. Depending 
on an adviser’s particular circumstances, Covered Functions could 
include subadvisory services and other portfolio management 
software or services, client services, cybersecurity, investment 
guideline or restriction compliance, investment risk assessment, 
portfolio accounting, pricing/valuation, reconciliation, trading 
software or services, and regulatory compliance. [See discussion 
below regarding proposed changes to Form ADV.]  Although as a 
clerical task, recordkeeping would not technically be a Covered 
Function, the Commission proposes to regulate it as such under the 
changes to the recordkeeping rule explained below. 
 
d.  A “material negative impact” could include a material financial loss 
to a client or a material disruption in the adviser’s operations. 

 
➢ Compliance Tip:  When determining whether nonperformance or 

negligent performance of a service would have a material negative 
impact, consider your day-to-day operational reliance on the service 
provider and whether you have an effective backup process.  
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2.  Due Diligence [Rule 206(4)-11(a)(1)] 
 
Before outsourcing a Covered Function to a Service Provider, an adviser 
would be obliged to conduct “reasonable” due diligence, the extent of which 
can, in theory, be tailored to the nature, scope and risk profile of the Covered 
Function and potential Service Provider.  However, in all cases, the rule 
would require an adviser’s due diligence practices to satisfy six discrete 
requirements. 
 

a.  Identify the nature and scope of the Covered Function the Service 
Provider is to perform. 
 

▪ The adviser should understand what services will be 
provided and how the services will be performed, including 
the frequency, content and format of the services. The 
nature and scope of a Covered Function could also include 
ancillary services such as software or technological 
support. 
 

b.  Identify and determine how the adviser will mitigate and manage 
the potential risks that outsourcing poses to the adviser’s ability to 
perform advisory services or to its clients. 
 

▪ Among the factors to consider in a risk analysis are 
whether a Service Provider will have access to the 
adviser’s confidential business or client information and 
data, the complexity of the Covered Function, the adviser’s 
degree of reliance on the Service Provider and available 
alternatives in the event the Service Provider is unwilling 
or unable to perform the Covered Function, the geographic 
location of the Service Provider, known supply-chain 
challenges or labor shortages and conflicts of interest that 
may incentivize the Service Provider to put other parties’ 
interests ahead of the interests of the adviser or its clients. 
 

▪ Due diligence questionnaires and personal or virtual 
interviews, as well as reviews of the Service Provider’s 
financial statements, policies and procedures, compliance 
and audit reports and information received from the 
Service Provider’s existing customers can all be used in a 
risk assessment exercise.   
 

▪ Risk mitigation and management techniques can include 
selecting regulated Service Providers, where possible; 
obtaining contractual representations and warranties as to 
the experience and skills of the personnel assigned to the 
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adviser’s account, and timely notification of data security 
breaches or service outages; and, where it is operationally 
and financially feasible, having a “Plan B” in case the 
Service Provider is unwilling or unable to perform the 
Covered Function.  

 
➢ Compliance Tip:  Although the Commission seems oblivious to the 

potential risks posed by insourcing Covered Functions, don’t be shy 
about documenting why such risks outweigh the risks of outsourcing, 
where applicable.  Even where outsourcing entails risks, using a 
Service Provider for a Covered Function is often in clients’ best 
interests. 
 
c.  Determine that the Service Provider has the competence, capacity 
and resources necessary to perform the Covered Function in a timely 
and effective manner. 
 

▪ The Commission advises that this requirement does not 
“require boundless analysis,” but must be “reasonable 
under the facts and circumstances.” 
 

▪ While this due diligence element is similar to the principles-
based analysis discussed above, it is not clear whether a 
reasonableness standard under Rule 206(4)-11 will be of 
much practical value to an adviser.  According to the 
Commission, “in order to comply with its legal obligations 
when outsourcing a function, the adviser should confirm 
that the service provider is able to perform the applicable 
function timely and effectively to the same standards 
directly applicable to the adviser.” 
 

▪ Where the Covered Function is complex, the assessment 
should focus on the Service Provider’s experience,  
expertise and methodologies; where the Covered Function 
is labor-intensive, the assessment should focus on staffing 
resources; and where the Covered Function requires 
specialized equipment or technology, the assessment 
should focus on whether the Service Provider possesses 
same. 

 
d. Determine whether the Service Provider has any subcontracting 
arrangements that would be material to the Service Provider’s 
performance of the Covered Function, and if so, determine how the 
adviser will mitigate and manage any potential risks arising from such 
arrangements. 
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▪ The Commission suggests that an adviser can rely on 
representations provided by the Service Provider or can 
adopt policies and procedures limiting the conditions 
under which it will engage a Service Provider who relies 
on subcontractors to perform the Covered Function.  The 
Commission does not assess the practicality of these 
suggestions. 
 

▪ An adviser should take reasonable steps to understand 
how a Service Provider manages the risks arising from 
subcontracting arrangements that are material to the 
Service Provider’s performance of the Covered Function.  
The adviser should also establish its own risk 
management processes to mitigate the potential harm 
from such subcontracting arrangements. 

 
e.  Obtain the Service Provider’s reasonable assurance that it can 
and will coördinate with the investment adviser for purposes of the 
adviser’s compliance with relevant requirements of the Federal 
securities laws. 
 

▪ The Commission suggests that an adviser obtain the 
Service Provider’s written representation that the Service 
Provider is aware of the adviser’s obligations under the 
Advisers Act and that it will assist the adviser in complying 
with those obligations in connection with the Covered 
Function.  The Commission does not discuss the likelihood 
of non-regulated Service Providers’ willingness to make 
such representations. 
 

➢ Compliance Tip:  Rather than seek a written assurance of 
assistance with Advisers Act obligations—which a Service Provider 
may be unwilling to give—break regulatory obligations down to 
specific required tasks related to the Covered Function and seek 
assurance as to those. 
 
f.  Obtain the Service Provider’s reasonable assurance that it can 
and will provide a process for orderly termination of its performance 
of the Covered Function. 
 

▪ This is a standard commercial practice, reflected in 

contract provisions requiring advance notice of intent to 

terminate, return or destruction of confidential information, 

transfer of records, etc. The parameters of an orderly 

transfer are dictated by the nature of the Covered 
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Function, the operational needs of the adviser and 

applicable regulatory requirements. 

 
➢ Compliance Tip:  Before engaging a Service Provider, have at least 

a rough idea of your transition plan for when the relationship ends. 
 

➢ Compliance Tip:  Keep in mind that there may be instances in which 
an abrupt termination of a Service Provider relationship is reasonably 
necessary to satisfy your fiduciary duties to clients.  For this reason 
commercial contracts typically include immediate termination 
clauses along with the standard prior notice provisions.  Before 
invoking an immediate termination clause, review your transition plan 
(or establish one if you have not already done so) to minimize the 
risk of harm to your business and your clients.  
 

➢ Compliance Tip: Reviewing a potential Service Provider’s business 
continuity plan may enable you to reduce the risk of harm from abrupt 
termination of a Covered Function’s performance. 

 
3.  Monitoring [Rule 206(4)-11(a)(2)] 
 
On an ongoing basis, an adviser must periodically monitor the performance 
of its Service Providers and must reasonably determine that outsourcing 
Covered Functions to those Service Providers continues to be appropriate.   
 

a.  Ongoing monitoring must be conducted in accordance with the 
six due diligence elements described above. 
 

▪ In addition to re-evaluating the validity of its original due 
diligence assessment, the adviser should adjust its 
monitoring, as necessary, to reflect changes in the 
Covered Functions the Service Provider performs, 
relevant industry, market or legal/regulatory changes and 
the results of any previous monitoring. 

  
b.  The manner and frequency of the ongoing monitoring depends on 
facts and circumstances. 

 
▪ According to the Commission, relevant facts and 

circumstances include the materiality and criticality of the 
Covered Function to the adviser’s ongoing business and 
to its clients; the complexity of the Function; the frequency 
with which it is conducted; and changes in the Service 
Provider’s risk profile (e.g., due to significant personnel 
layoffs). 
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➢ Compliance Tip: The same monitoring ideas that apply under the 
principles-based approach described above, work under the 
proposed rules-based approach as well. In addition, the Commission 
suggests that automated scans and reviews of data feeds, reviews 
of service metrics and approval of new systems prior to 
implementation, as well as periodic site visits (where that is feasible) 
might be useful monitoring techniques. 

B.  Proposed Changes to the Recordkeeping Rule 

The Commission proposes two sets of amendments to Rule 204-2.  The first would 

require advisers to maintain records demonstrating their compliance with Rule 

206(4)-11.  The second would address outsourced recordkeeping arrangements. 

 1.  Recordkeeping for Outsourced Covered Functions  [Rule 204-2(a)(24)] 

  a.  Advisers would have to make and keep: 

i.  A record of outsourced Covered Functions, including the 

name of each Service Provider, along with a record of the 

factors, corresponding to each listed function, that led the 

adviser to list it as a Covered Function. 

➢ Compliance Tip:  Create a template of possible factors relevant to 
a Covered Function determination that you can check off or 
otherwise customize to satisfy this requirement as easily as possible. 
 

ii. Records documenting the due diligence assessment 
conducted pursuant to Rule 206(4)-11, including policies and 
procedures or other documentation regarding how the adviser 
will mitigate and manage the potential risks of outsourcing. 

 
iii.  A copy of any written agreement, including amendments, 
appendices, exhibits and attachments entered into with a 
Service Provider regarding a Covered Function. 
 

▪ As noted above, an adviser is already obliged under 
Rule 204-2(a)(10) to keep all written agreements 
relating to the adviser’s business as such, so the 
proposed requirement seems superfluous. 

 
iv.  Records documenting the periodic monitoring of each 
Service Provider.  
 

▪ The Commission suggests that these records 
should include findings of financial, operational or 
third-party assessments of the Service Provider, 
evidence of any changes to the outsourcing 
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arrangement, identification of any new or increased 
risks from the outsourcing and how the adviser 
plans to manage them, and evidence of any 
inadequate or failed performance by the Service 
Provider and how the adviser responded. 

 
b.  These books and records would have to be maintained in an 
easily accessible place throughout the time during which the adviser 
has outsourced the Covered Function to a Service Provider and for 
a period of 5 years thereafter. [Rule 204-2(e)(4).  But see discussion 
of Rule 204-2(e)(1) in the next Compliance Tip.] 
 

 2.  Outsourced Recordkeeping Arrangements [Rule 204-2(l)] 

a.  Advisers would be obliged to subject their outsourced record-

keeping arrangements to the due diligence and monitoring 

requirements of Rule 206(4)-11, even though clerical and ministerial 

functions are expressly excluded from the definition of Covered 

Function under that rule.  Such arrangements would also be subject 

to the recordkeeping requirements for outsourced Covered 

Functions discussed above. 

▪ Outsourced recordkeepers could include data- and 

record-management companies, offsite storage 

facilities and information technology companies, 

such as cloud service providers. 

 

▪ Service Providers performing Covered Functions 

such as accounting or calculating performance may 

generate records subject to Rule 204-2(l), for 

example, financial ledgers or records necessary to 

substantiate the performance calculations. 

 

▪ The Commission suggests that in performing due 

diligence on a cloud service provider an adviser 

could review the respective parameters, benefits 

and risks of comparative service providers; the 

cloud service’s capability or experience with 

satisfying the requirements of the Recordkeeping 

Rule; the service’s compliance and operational 

policies and procedures for the protection, 

maintenance and oversight of data; its 

cybersecurity policies, procedures and practices; 

and the experiences of similarly situated advisers 

who use the service. 
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b.  In addition, an adviser engaging a third party to make and/or keep 

required books and records would be obligated to obtain reasonable 

assurances that the third party will: 

i. Adopt and implement internal processes and/or systems for 

making and/or keeping records on behalf of the adviser that 

meet all of the adviser’s obligations under the Recordkeeping 

Rule; 

ii.  make and/or keep the adviser’s records in accordance with 

the adviser’s obligations under the Recordkeeping Rule;  

iii.  allow the adviser and the SEC staff to access the adviser’s 

electronic records “easily through computers or systems 

during the required retention period”; and 

iv. make arrangements to ensure the continued availability of 

the adviser’s records, in accordance with the Recordkeeping 

Rule, after termination of the outsourcing engagement. 

▪ An assessment of whether an outsourced record-

keeping arrangement satisfies the proposed rule 

amendment may depend on the type and location of 

records, the medium and method of storge and how 

promptly records or copies can be provided. 

 

➢ Compliance Tip:  Keep in mind that whether you hire a record-

keeping Service Provider or not, your physical records must be kept 

in an “appropriate office of the adviser” for the first two years, before 

being moved to an “easily accessible” offsite location. [Rule 204-

2(e)(1)] In addition, whether or not you use a Service Provider, you 

must have “essentially immediate access” to electronic records 

through a computer or system located in “appropriate office” of your 

firm.     

 

➢ Compliance Tip: In view of the limited bargaining power you are 

likely to have with a cloud service provider, getting the cloud provider 

to agree to assist in the transfer of your records after contract 

termination may be easier than getting the company to agree to 

retain and grant you access to the stored records for the legally 

required time period. 
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C.  Proposed Changes to Form ADV 

In addition to the due diligence, monitoring and recordkeeping requirements 

discussed above, the Commission has proposed to add new outsourcing 

disclosure requirements to Form ADV.   

a.  New Item 7.C. of Part 1A would ask whether the adviser outsources any 

covered function(s) to a service provider.  [These terms would be defined 

as they are in Rule 206(4)-11.] 

b.  If the answer is “yes” the adviser would be required to disclose a range 

of information in Section 7.C. of Schedule D, including:  

i.  The identity of the Service Provider;  

ii.  whether it is a related person of the adviser; 

iii. the date it was first engaged to perform a Covered Function; 

iv.  the location of its office principally responsible for the Covered 

Function(s); and  

v. the nature of the Covered Functions. 

▪ Check boxes would be provided for the following 

categories: adviser/subadviser, client servicing, cyber-

security, investment guideline/restriction compliance, 

investment risk, portfolio management (other than 

adviser/subadviser) portfolio accounting, pricing, 

reconciliation, regulatory compliance, trading desk, 

trade communication and allocation, valuation, and 

“other,” with space for more detail. 

c.  The SEC is not proposing Form ADV amendments relating to third-party 

recordkeepers, because that disclosure is already required in Item 1.L. of 

Form ADV, Part 1A. 

➢ Compliance Tip: Make sure you are satisfying your existing duty to 
disclose your third-party recordkeeping arrangements. For example, 
you must disclose arrangements with electronic data- and record-
management firms, offsite storage facilities, and cloud service 
providers. 


