
 

ETHICAL OBLIGATIONS RELATED TO THE PREVENTION OF  
MISUSE OF NON-PUBLIC INFORMATION AND WHISTLEBLOWERS* 

 

Overview  

Investment advisers are fiduciaries to their clients.  While not expressly provided for in the 
Investment Advisers Act of 1940, as amended (the “Advisers Act”), the Supreme Court held that 
Section 206 of the Advisers Act imposes a fiduciary duty on investment advisers when rendering 
investment advice as an operation of law.1  Insider trading, and the specific requirements related 
thereto weren’t added to the Advisers Act until the passage of the Insider Trading and Securities 
Fraud Enforcement Act of 1988 (ITSFEA).2  ITSFEA added Section 204A to the Advisers Act, 
which specifically requires investment advisers to adopt policies and procedures to prevent the 
misuse of material non-public information by an adviser or any of its associated persons. 

What is Material Non-Public Information (“MNPI”)? 

Information is considered to be material if “there is a substantial likelihood that a reasonable 
shareholder would consider it important” in making an investment decision or if the information 
“would have been viewed by a reasonable investor as having significantly altered the ‘total mix’ 
of information available.”3 Information is non-public if it has not been disseminated in a manner 
making it available to investors generally.4 

For information to be considered public, there should be some evidence that it has been widely 
disseminated and that the investing public has had time to absorb the information.  Whether 

 

*  By Karen Aspinall, Partner, Practus, LLP.  This outline provides general information on the subject matters 
discussed and should not be relied upon for legal advice on any matter. 

1   See SEC v. Capital Gains Research Bureau, Inc., 375 U.S. 180, 194 (1963).   

2   Insider Trading and Securities Fraud Enforcement Act of 1988, Pub. L. No. 100-704, 102 Stat. 4677 (codified at 
15 U.S.C. §§ 78t-1, 78u-1, 80b-4, and scattered subsections of 15 U.S.C. §§ 78c–78kk (1994)). 

3 United States Securities and Exchange Commission, Staff of the Office of Compliance, Inspections and 
Examinations, Staff Summary Report on Examinations of Information Barriers: Broker-Dealer Practices under 
Section 15(g) of the Securities Exchange Act of 1934 (Sept, 27, 2012) (“Staff Report”) at n. 7; TSC Industries, Inc. v. 
Northway, Inc., 426 U.S. 438, 449 (1976); see Basic Incorporated v. Levinson 485 U.S. 224, 238 (1988) (materiality 
with respect to contingent or speculative events will depend on a balancing of both the indicated probability that the 
event will occur and the anticipated magnitude of the event in light of the totality of company activity); Matrixx 
Initiatives, Inc. v. Siracusano, No. 09-1156, 131 S.Ct. 1309 (2011) (Information that is not statistically significant 
may still be material if there is a substantial likelihood that reasonable investors would view the information as 
significantly altering the total mix of information available). 

4 Staff Report at n. 7.  See, e.g., SEC v. Texas Gulf Sulphur Co., 401 F.2d 833, 854 (2d Cir. 1968), cert. denied, 394 
U.S. 976 (1969) (stating that anyone in possession of inside information must either disclose the information or refrain 
from trading); In re Investors Management Co., 44 S.E.C. 633, 643 (1971). For purposes of insider trading law, 
insiders must wait a “reasonable” time after disclosure before trading. What constitutes a reasonable time depends on 
the circumstances of the dissemination. Faberge, Inc., 45 S.E.C. 249, 255 (1973), citing Texas Gulf Sulphur, 401 F.2d 
at 854. 



 

2 
 

information is considered to be MNPI is always judged in hindsight, therefore it can be prudent to 
be more conservative when evaluating whether information is potentially MNPI. 

What are the Regulatory Obligations of Investment Advisers Relating to MNPI? 

The SEC adopted Rule 204A-1 in 2004, which requires investment advisers to adopt a code of 
ethics with respect to the personal trading of an adviser’s “access persons.” 5 Many of the hallmarks 
of an adviser’s code of ethics generally relate to restrictions and reporting of access persons’ 
personal securities transactions as required by the Rule, however many such codes also address 
other requirements, such as restrictions on the inappropriate use of MNPI.  Under Section 204A, 
all investment advisers, registered and unregistered (including state registered advisers), must 
establish, maintain, and enforce written policies and procedures that are reasonably designed, 
taking into consideration the nature of the adviser’s business, to prevent the misuse of MNPI by 
the adviser or any person associated with the adviser. 

In adopting Rule 204A-1, the SEC recommended that advisers adopt policies addressing (i) the 
maintenance of lists of issuers that the firm is analyzing or recommending, so called “restricted 
lists,” (ii) blackout periods, whereby certain trading cannot take place during specified windows 
in certain securities and (iii) limitations on permissible brokerage accounts for personal trades, 
among others.  While in the Code of Ethics Adopting Release the SEC stated that provisions related 
to the protection of misuse of non-public information are not required to be included in an adviser’s 
code of ethics, the SEC reminded advisers “that they must maintain and enforce policies and 
procedures to prevent the misuse of material nonpublic information” which is expected to include 
the “misuse of material nonpublic information about the adviser’s securities recommendations and 
client securities holdings and transactions.6   

There can be tension between how an adviser implements its Code of Ethics and its MNPI policies 
and procedures.  For example, under Rule 204A-1, an adviser must monitor the personal trading 
activity of the adviser’s “access persons.”  An access person is defined as any supervised person 
who (i) has access to nonpublic information regarding any clients’ purchase or sale of securities, 
or nonpublic information regarding the portfolio holdings of any reportable fund, or (ii) is involved 
in making securities recommendations to clients, or who has access to such recommendations that 
are nonpublic.7  If an adviser defines its access persons to be a limited group based on job function 
or some other measure, this can make it much more difficult to monitor the personal trading of 
other employees who may come in contact with MNPI.  This is especially true for firms that have 
an open architecture for data and other firm trading activity, particularly if this information can be 
accessed by employees or others who do not fall within the firm’s definition of access person. 
Accordingly, as the insider trading requirements apply to all advisory personnel, compliance 
officers should consider carefully how to define the firm’s access persons.    

 
5 See Section 204A of the Advisers Act; see also Investment Adviser Codes of Ethics, Investment Advisers Act Rel. 
No. 2256 (July 2, 2004) (“Code of Ethics Adopting Release”). 

6 Id.  

7 See Rule 204A-1(e)(1) under the Advisers Act.  The Rule also provides that all directors, officers and partners are 
presumed to be access persons if providing investment advice is the adviser’s primary business. 
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What are Some Potential Sources of Potential MNPI? 

There is no definitive list of sources of potential MNPI, which contributes to the complexities in 
determining whether information is MNPI.  Below are some examples:  

 Corporate clients – if a public client shares MNPI with the adviser about the client’s 
business (even if this information is relevant to the adviser’s management of the client’s 
assets), the adviser or its associated persons cannot trade on the information.   

 Issuers – information can inadvertently be disclosed through discussions with executives 
of an issuer (e.g., a private discussion at an event).     

 Employees who serve on corporate boards – board member oversight generally includes 
the oversight of the company’s financial and other information that can be material and not 
otherwise known by the public (e.g., a regulatory matter or significant litigation).  

 Agreements to receive material non-public information from a third party - some advisers 
accept MNPI under certain circumstances and choose to “go restricted.”  This means that 
the adviser restricts firm trading of the instrument and precludes access persons from 
trading it as well until such time as the information is publicly disseminated and the firm 
is no longer restricted. 

 Expert Networks – if an adviser uses expert networks, these experts can potentially transmit 
MNPI.  See “What are Expert Networks?” in this outline. 

 Public Side vs. Private Side Businesses – some investment advisers have separate divisions 
such that the private side may accept MNPI whereas the public side business will not accept 
such information.  If an adviser has both types of businesses, there can be greater scrutiny 
by regulators to ensure that information is secured and segregated among the groups. 

What are Some Examples of Information that could be Deemed to be MNPI? 

There is no definitive list of types of potential MNPI.  These determinations are highly fact driven 
based on the type, nature and significance of the information.  The following are some examples 
of potential MNPI: 

 a material change in anticipated earnings (up or down) 

 proposed public or private offerings of securities 

 loan defaults 

 pending or proposed mergers, acquisitions, joint ventures, or sales of significant assets or 
other strategic plans 

 regulatory approvals, patent registrations or issuances, investigations, significant litigation 

 a proposed offering or issuance of new securities 

 the occurrence of, or important developments in, major disputes, claims or significant 
litigation (whether or not the claims have merit) 

 a change in management 
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 new product announcements 

 the gain or loss of significant customers, suppliers or business partners 

When evaluating whether information is MNPI, it is very important to document the analysis and 
conclusions as such determinations will be scrutinized in hindsight. 
 
What is Illegal Insider Trading? 
 
Insider trading law is premised on Section 10(b) of the Securities Exchange Act of 1934, as 
amended (the “Exchange Act”), which is an anti-fraud statute.  Illegal insider trading, which 
continues to be defined by the courts, refers to purchasing or selling a security while in possession 
of MNPI concerning that security, where the information is obtained from a breach of fiduciary 
duty, or a duty arising from a relationship of trust or confidence. Under another theory, known as 
misappropriate theory, liability is based on a breach of a duty or trust that is owed to the source of 
the MNPI.  

Examples of insider trading cases that have been brought the SEC include: 

 The SEC charged 35 defendants trading in the securities of 15 companies generating illicit 
profits of more than $96 million. The illegal conduct involved Raj Rajaratnam and his New 
York-based hedge fund Galleon Management making cash payments in exchange for 
material non-public information. The case involved corporate executives, consultants, 
rating agency personnel, proprietary traders, hedge fund executives, and public relations 
personnel.8 

 The SEC charged a group of golfing friends with making more than $554,000 in illicit 
profits by trading on inside information received from an executive who belonged to the 
same country club.9   

 The SEC charged the husband of an Amazon employee who was tipped by his wife, who 
also worked for Amazon, with highly confidential information about Amazon’s 
performance.  The husband traded on this confidential information in 11 separate family 
accounts.  The complaint further alleged that the wife disregarded quarterly reminders 
prohibiting her from passing MNPI or recommending the purchase or sale of Amazon 
securities.  They were ordered to pay disgorgement of $1.4 million and other penalties.10  
In addition, the U.S. Attorney’s office for the Western District of Washington filed criminal 
charges, whereby the husband was sentenced to 26 months in prison for securities fraud 
due to his insider trading activity.11 

 The SEC recently brought insider trading charges relating to trades in digital assets.  The 
SEC’s complaint alleges that an employee at Coinbase, who helped coordinate the 
platform’s public listing announcements repeatedly tipped the timing and content of 

 
8 See SEC Press Release, SEC Charges Rengan Rajaratnam with Insider Trading (Mar. 21, 2013). 

9 See SEC Press Release, SEC Charges Group of Amateur Golfers in Insider Trading Ring (July 14, 2014). 

10 See SEC Press Release, SEC.gov | SEC Charges Amazon Finance Manager and Family With Insider Trading 
(Sept. 28, 2020).   

11 Securities and Exchange Commission v. Laksha Bohra, Viky Bohra, and Gotham Bohra, No. 2:20-cv-01434 (W.D. 
Wash., filed Sept. 28, 2020). 
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upcoming listing announcements, which usually resulted in an increase in the assets’ 
prices, generating illicit profits totaling more than $1.1 million.12 

 
What is Shadow Trading?  
 
The SEC has recently used a new theory in insider trading cases known as “shadow trading,” which 
was studied in a recent academic paper.13  Shadow trading describes when an insider with MNPI 
regarding their own company uses that information to trade in the securities of an “economically-
linked” firm, such as a similarly situated competitor.  
 
According to the SEC’s complaint in SEC v. Panuwat,14 Panuwat was an executive of a 
pharmaceutical company and as part of his role with the company, he learned of a potential 
acquisition of the company by a competitor.  It is alleged that he learned information about the 
negotiations but also the identity of a competitor that was very similar to the targeted 
pharmaceutical company, but which was not involved in the potential transaction.  Panuwat 
allegedly purchased options on the competitor, which increased in value on the news of the 
transaction, resulting in roughly a $100,000 profit to Panuwat.  While Panuwat did not have any 
MNPI regarding the competitor, the SEC alleged that he improperly made the trades based on 
MNPI that he misappropriated from his employer. Panuawat moved to dismiss the action claiming 
that he did not have any MNPI regarding the competitor and that the shadow trading theory does 
not adequately satisfy the elements of an insider trading claim.  The court sided with the SEC and 
denied the motion to dismiss.  The Panuawat case is still in litigation and the court has not ruled 
on the merits of the case.  
 
Additionally, the SEC placed a significant amount of emphasis on Panuwat’s employer’s insider 
trading policies, which prohibited the use of the company’s confidential information to profit by 
trading the securities of “another publicly traded company.”  It appears that the SEC is seeking to 
use this policy language to potentially broaden the scope of traditional insider trading theories.    
 
The shadow trading theory raises a lot of questions for compliance professionals.  For example, if 
a firm accepts MNPI and puts the applicable company on the adviser’s restricted list, what criteria 
should be used to determine if similar companies should also be included on that list?  Who would 
make these judgments? These are very difficult and fact specific decisions, but ones that need to 
be considered.   
 
What are Expert Networks? 
 
Some investment advisers engage so called “expect networks,” which generally include industry 
consultants, vendors, doctors, suppliers, attorneys, or others that have relevant expertise, which 

 
12 See SEC Press Release, SEC Charges Former Coinbase Manager, Two Others in Crypto Asset Insider Trading 
Action (July 21, 2022). This matter is ongoing. 

13 Mihir N. Mehta, David M. Reeb, and Wanli Zhao, Shadow Trading, SSRN, (Sept. 2020), available at: 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3689154. The article concluded that shadow trading is an 
undocumented and widespread mechanism that insiders use to avoid regulatory scrutiny. 

14 SEC v. Panuwat, Case No. 21-cv-06322-WHO (N.D. Cal. Aug. 17, 2021). 
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can assist the adviser in its investment decision making processes.  The SEC has investigated the 
use of expert networks to determine whether there are situations when such experts can potentially 
provide MNPI to an investment adviser.  The SEC’s review culminated in a number of enforcement 
actions:15   
 

 The SEC charged a hedge fund adviser and its former portfolio manager along with a 
medical consultant for an expert network firm for their roles in a $276 million insider 
trading scheme involving a clinical trial for an Alzheimer’s drug being jointly developed 
by two pharmaceutical companies.16  

 The SEC charged the principal of an expert consulting firm with tipping clients with MNPI 
obtained from prohibited sources inside public companies. Clients then traded on the inside 
information.17 

 The SEC charged a New York-based hedge fund and four hedge fund portfolio managers 
and analysts who illegally traded on confidential information obtained from technology 
company employees who also worked as expert network consultants, in a scheme that 
netted more than $30 million in illicit profits.18 
 

Currently, there are no specific rules that regulate expert networks or their use.19 In the absence of 
any such rules, investment advisers should adopt an appropriate control environment to ensure that 
the adviser does not receive any unwanted MNPI from the relationships. Such controls may 
include: 

 Due Diligence.  Due diligence is important to understand (i) the business of the expert 
network firm, (ii) nature of the relationship, (iii) where the firm gets its information, (iv) 
the type of information that will be provided, (v) the regulatory history of the firm and its 
employees, (vi) the firm’s control environment for MNPI, etc. 

 
15 See SEC Press Release, SEC Brings Expert Network Insider Trading Charges (Feb. 3, 2011). 

16 See SEC Press Release, CR Intrinsic Agrees to Pay More than $600 Million in Largest-Ever Settlement for Insider 
Trading Case (March 15, 2013). 

17 See SEC Press Release, SEC Charges Oregon-Based Expert Consulting Firm and Owner with Insider Trading in 
Technology Sector (Feb. 17, 2012). 

18 See SEC Press Release, SEC Charges Hedge Fund Managers and Traders in $30 Million Expert Network Insider 
Trading Scheme (Feb. 8, 2011). 
19 One exception is a rule adopted in Massachusetts that prohibits a Massachusetts registered investment adviser from 
retaining expert network services without first obtaining a written certification from the consultant that “describes all 
confidentiality restrictions that a consultant has or reasonably expects to have” and “affirmatively states that the 
consultant will not provide any confidential information to the adviser.” Massachusetts Securities Division of the 
Office of the Secretary of the Commonwealth, Adopting Release: Use of Expert Network Services—950 CMR 
12.205(9)(c)(16).  Failure to obtain the certification will be deemed a dishonest or unethical practice in the securities 
business under Massachusetts law, subject to fine, censure and/or denial, suspension or revocation of registration. 
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 Contract Provisions.  Contracts with expert networks should mandate that the expert 
network will not provide MNPI to the adviser and make clear that the adviser does not wish 
to receive MNPI under any circumstances. 

 Training.  Ensure employees are trained on the adviser’s MNPI policies and obtain 
acknowledgements of such policies. 

 Monitoring of Expert Network Discussions.  Require pre-approval/compliance chaperone 
of conversations with expert networks. 

 Restrict Conversations with Public Company Employees.  Consider implementing 
restrictions around expert networks where employees have recently left a public company 
that is the subject of the expert’s services or arranging conversations with public company 
employees or recent former employees. 

 Certifications.  Obtain quarterly certifications by employees that they have not used or 
provided inside information to third parties. 

 Transaction Testing.  Perform employee trade testing during the pendency of an expert 
network relationship.  Consider targeted email search reviews for potential problematic 
written communications. 

 Trading Restrictions.  Consider putting companies associated with an expert network on 
the restricted list for personal and firm trading, where appropriate. 

How Can Information Barriers Be Utilized to Guard Against the Misuse of MNPI? 
 
Information barriers can be an effective way to ensure that any MNPI is kept confidential and not 
used in employee or firm trading. Information barriers can take different forms but generally 
include some or all of the following characteristics: (i) physical separation of different functions 
within the firm (this can include locked doors, having personnel on different floors, etc.), (ii) 
maintenance of segregated records such as utilizing a different drive or server with limited access 
or password protecting documents such that only those who have a need to know the information 
can access it, (iii) limiting personnel that have access to MNPI to roles that do not involve trading 
or similar duties; and (iv) use of restricted lists for trading.  Information barriers should be tailored 
to an adviser’s business and MNPI risks.  If information barriers are put into place, it is imperative 
that employees understand and abide by the barrier protocols. 
 
Has There Been Any Recent SEC Guidance on MNPI Issues? 
 
On April 26, 2022, the SEC’s Division of Examinations (“Examinations”) issued a Risk Alert,20 
which cited staff observed deficiencies related Section 204A of the Advisers Act and Rule 204A-
1 thereunder.  The Risk Alert highlighted the following: 
 

 
20 SEC Division of Examinations, Risk Alert, Investment Adviser MNPI Compliance Issues (Apr. 26, 2022).   
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 Lack of Adequate Policies and Procedures Related to Alternative Data21 – in particular, the 
staff noted a lack of policies and procedures with regard to alternative data sources and the 
potential risk of receipt and use of MNPI provided by such sources.  Examples of these 
deficiencies include:  

o Advisers did not appear to adequately memorialize diligence processes or follow 
them consistently and instead engaged in ad hoc and inconsistent diligence of 
alternative data service providers;  

o Advisers did not appear to have policies and procedures regarding the assessment 
of the terms, conditions, or legal obligations related to the collection or provision 
of the data, including when advisers became aware of red flags about the sources 
of such alternative data; and  

o Advisers did not appear to consistently implement their policies and procedures 
related to alternative data service providers. For example, advisers did not apply 
their due diligence process to all sources of alternative data. In addition, staff 
observed advisers that had an onboarding process for alternative data service 
providers, but did not have a system for determining when due diligence needed to 
be re-performed based on passage of time or changes in data collection practices. 
Staff also observed advisers that could not demonstrate, such as by producing 
documentation, that their policies and procedures had been consistently 
implemented 

 Lack of Adequate Policies and Procedures Related to Value-Added Investors – the staff 
refers to value-added investors as clients or fund investors that are corporate executives or 
financial professional investors who may have MNPI.  The staff observed that advisers (i) 
did not have policies and procedures regarding MNPI risks posed by their “value-add 
investors,” and (ii) maintained MNPI policies and procedures regarding value-add 
investors, but the advisers did not correctly identify all of the value-add investors or 
correctly identify and track their relationships with potential sources of MNPI. 

 Lack of Adequate Policies and Procedures Related to Expert Networks – the staff observed 
that advisers did not have adequate policies and procedures regarding their discussions with 
expert network consultants who may be related to publicly traded companies or have access 
to MNPI.  Among the deficiencies noted were lack of (i) tracking and logging calls with 
expert network consultants; (ii) reviewing detailed notes from expert network calls; and 
(iii) reviewing relevant trading activity of supervised persons in the securities of publicly 
traded companies that are in similar industries as those discussed during calls. 

 
21 In September of 2021, the SEC settled an enforcement action against an alternative data provider that used data 
that was provided to it confidentially.  In particular, the alternative data provider had promised it would only share 
confidential app performance data information on an aggregated and anonymized basis.  Instead, it was found that 
the alternative data provider used non-aggregated and non-anonymized date to make the data more valuable to sell 
to trading firms.  The company was ordered to pay a $10 million settlement.  See SEC Press Release, SEC Charges 
App Annie and its Founder with Securities Fraud (Sept. 14, 2021). 
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What are Some Recommendations for Reviewing an Adviser’s Insider Trading Policies? 

Compliance professionals, as part of the compliance program oversight responsibilities under Rule 
206(4)-7 must review and assess the adequacy of an adviser’s policies and procedures, including 
its Code of Ethics and any related insider trading policies and procedures.  When doing so, 
compliance personnel may consider the following as part of this process: 
 
 Has the business materially changed?  For example, is the firm trading new asset classes 

that could heighten the potential to receive MNPI? 
 
 Do any of the firm’s employees serve on public company boards or creditor committees 

where such person could come in contact with MNPI? 
 
 Are there research and other trading personnel that frequently have discussions with issuers 

regarding their securities outside of an investors relations department (such as discussion 
with CFOs)? 

 
 Does the firm operate in an open architecture environment where files or data are not able 

to be locked-down and monitored for access?   
 

 Do the adviser’s employees have access to sensitive information of the firm’s affiliates or 
vice versa? 
 

 Are there gatekeepers for information that is knowingly received as MNPI and is the 
information kept confidential to only those who need to know it? 
 

 Does the firm’s access to MNPI raise the firm’s risk to a point where segregation of teams 
may be appropriate?  

 Based on the above, is the adviser’s restricted list process adequate?   

 Given the amount of MNPI that has been or is expected to be received by a firm, is the 
firm’s definition of “access persons” broad enough to ensure appropriate oversight of all 
individuals who may be exposed to MNPI? 

 Is MNPI training broad enough to ensure that all employees understand the consequences 
of receiving MNPI (either intentionally or unintentionally) as well as the escalation 
protocols? 

 Is the scope of electronic communications reviews appropriate?  

 Does the firm need to re-diligence its expert networks? 

 Has the firm identified and reviewed any relationships with value-added investors? 
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 Has the firm considered shadow trading and whether it should be incorporated into the 
firm’s insider trading policies? 
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WHISTLEBLOWER REQUIREMENTS 
 
Overview 
 
The Dodd-Frank Wall Street Reform and Consumer Protection Act (the “Dodd-Frank Act”) 
established a whistleblower program that requires the SEC to pay an award to eligible 
whistleblowers who voluntarily provide the SEC with original information that leads to a 
successful enforcement action.22  The Dodd-Frank Act expanded whistleblower incentives and 
protections in three key areas: (i) it sought to protect whistleblowers from actions that impede or 
interfere with their whistleblowing; (ii) it created a bounty program for individuals that provide 
original information that leads to successful enforcement actions over a $1 million threshold; and 
(iii) it enhanced anti-retaliation protections for whistleblowers.  The SEC adopted final rules 
implementing the whistleblower program that went into effect in August of 2011.23   
 
Section 21F of the Exchange Act, and Rules 21F-1 through 21F-17 thereunder (collectively, the 
“Whistleblower Rules”) are designed to create incentives for employees to report possible 
violations of the federal securities laws to the SEC. To this end, the Whistleblower Rules prohibit 
investment advisers from deterring, or retaliating against, an employee who makes a report.  
 
Who is a Whistleblower?   
 
A “whistleblower” is a person, or group of persons, who voluntarily provides the SEC with original 
information24 in writing about a possible violation of the federal securities laws that has occurred, 
is ongoing, or is about to occur.25 To be eligible for an award, the information provided must lead 
to a successful SEC enforcement action resulting in an order of monetary sanctions exceeding $1 
million. A whistleblower is not required to be an employee of the company to submit information 
about that company.26  
 
Who Does Not Qualify as a Whistleblower?  
 

 Companies or organizations cannot qualify as a whistleblower. 

 
22 Pub. L. No. 111-203, § 922(a), 124 Stat 1841 (2010).   

23 SEC, Implementation of the Whistleblower Provisions of Section 21F of the Securities Exchange Act of 1934, 76 
FR 34300 (May 25, 2011). 

24 Original Information must be: (i) derived from the whistleblower’s independent knowledge or independent analysis; 
(ii) not already known to the SEC from any other source; (iii) not exclusively derived from an allegation made in a 
judicial or administrative hearing, in a governmental report, hearing, audit, or investigation, or from the news media, 
unless you are a source of the information.  See Rule 21F-4(b). 

25 See Rule 21F-2(a).   

26 Id. 
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 Attorneys – the SEC will not consider information that is subject to the attorney-client 
privilege.  This information is not considered to be “original information” that is eligible 
for a potential award.27 

 Certain officers and other designated roles – the SEC will not consider information 
received from (i) an officer, director, trustee, or partner of an entity or if the whistleblower 
learned the information in connection with the entity’s processes for identifying, reporting, 
and addressing possible violations of law, (ii) an employee whose principal duties involve 
compliance or internal audit responsibilities, (iii) someone who was employed by a firm or 
retained to perform compliance or internal audit functions or conduct an inquiry or 
investigation into possible violations of law, or (iv) an employee of an independent 
accounting firm under certain circumstances.28 

 Persons who are convicted of a crime related to the violation.29  

 
Notwithstanding the foregoing, the rules provide that an officer, director, trustee, or partner of an 
organization or those with compliance or internal audit responsibilities may be eligible for an 
award if a person: (i) has a reasonable basis to believe that disclosure of the information to the 
SEC is necessary to prevent the relevant entity from engaging in conduct that is likely to cause 
substantial injury to the financial interest or property of the entity or investors, (ii) has a reasonable 
basis to believe that the relevant entity is engaging in conduct that will impede an investigation of 
the misconduct; or (iii) allows at least 120 days to elapse since the information provided to the 
relevant entity’s audit committee, chief legal officer, chief compliance officer (or their 
equivalents), or the reporting person’s supervisor.30 
 
What Reward can a Whistleblower Receive if the Applicable Criteria is met? 
 
Rewards must be in the range of 10% to 30% of the monetary sanctions collected by the SEC.31  
Recently, the SEC expanded the circumstances under which a whistleblower who assists in a 
related action can receive an award from the SEC for that related action rather than from the other 
agency’s whistleblower program.32  
 
Can an Employer Restrict or Prohibit a Person from Becoming a Whistleblower? 
 
The Whistleblower Rules prohibit an adviser from taking any action to impede a person from 
communicating directly with the SEC regarding a possible securities law violation.33  In 

 
27 Rule 21F-4(b)(4). 

28 Rule 21F-4(b)(4)(iii)(A)-(D). 

29 Rule 21F-8(c)(3). 

30 Rule 21F-4(b)(4)(v)(C). 

31 Rule 21F-5(b).   

32 Rule 21F-3(b)(3); see also SEC, Whistleblower Program Rules, 85 FR 70898 (Nov. 5, 2020); see also SEC, 
Whistleblower Program Rules, 87 Fed. Reg. 57410 (Sept 2, 2022). 

33 Rule 21F-17(a). 
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enforcement actions, the SEC has made clear that firms may not engage in business practices that 
would have the effect of impeding employee communications with the SEC.  In particular, the 
SEC has focused on employment and other confidentiality agreements.34  
 
In 2016, Examinations issued a Risk Alert whereby the staff was looking for violations of Rule 
21F-17, which prohibits “any action to impede an individual from communicating directly with 
the [SEC] staff about a possible securities law violation, including enforcing, or threatening to 
enforce, a confidentiality agreement . . . .”35  The staff noted a number of enforcement actions that 
involved confidentiality agreements that impeded employees from communicating with the SEC 
concerning possible securities law violations.36  The staff also identified a number of remedial 
actions that were taken as a result of the enforcement actions, including: 
 

 revising documents on a going-forward basis to make it clear that nothing contained in 
those documents prohibit employees or former employees from voluntarily communicating 
with the SEC or other authorities regarding possible violations of law or from recovering 
a SEC whistleblower award;37  

 providing general notice to employees, or notice to employees who signed restrictive 
agreements, of their right to contact the SEC or other authorities;38 and  

 contacting former employees who signed severance agreements to inform them that the 
company does not prohibit them from communicating with the SEC or seeking a 
whistleblower award.39 

  

 
34 See In the Matter of Health Net, Inc., SEC Rel. No. 34-78590 (Aug. 16, 2016) (respondent’s severance agreements 
included language requiring the signatory to waive his or her right to any monetary recovery pursuant to Section 21F 
of the Exchange Act); In the Matter of BlueLinx Holdings Inc., SEC Rel. No. 34-78528 (Aug. 10, 2016) (respondent’s 
severance agreements included language requiring the signatory to waive his or her right to any monetary recovery 
related to any government investigation);  In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated and 
Merrill Lynch Professional Clearing Corp., SEC Release No. 34-78141 (June 23, 2016) (language found in 
Respondent’s form severance agreement limited the types of disclosures that the employees could make to the SEC 
or government authorities); In the Matter of KBR, Inc. SEC Rel. No. 34-74619 (April 1, 2015) (before interviewing 
employees in internal investigations into possible securities law violations, Respondent required witnesses to sign a 
confidentiality statement agreeing that they would not discuss the subject matter of the interview without prior 
approval of the legal department); In the Matter of Anheuser-Busch InBev SA/NV, SEC Rel. No. 34-78957 (Sept. 28, 
2016) (respondent’s separation agreement contained language that impeded an employee of respondent’s wholly 
owned subsidiary from communicating directly with SEC staff).  
35 See SEC, OCIE, Risk Alert: Examining Whistleblower Rule Compliance (Oct. 24, 2016). 

36 Id; see also n.34, infra. 

37 See, e.g., In the Matter of BlueLinx Holdings Inc.; In the Matter of KBR, Inc.; see also In the Matter of Merrill 
Lynch, Pierce, Fenner & Smith Incorporated et al. 

38 See, e.g., In the Matter of KBR, Inc.; see also In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated 
et al. 

39 See, e.g., In the Matter of Health Net, Inc.; In the Matter of BlueLinx Holdings Inc. 
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Can an Employer Retaliate Against a Whistleblower? 
 
Section 21F prohibits retaliation by employers against individuals who provide the SEC with 
information about possible securities violations. 
 
What is Considered to Be Retaliation? 
 
Retaliation is defined as “discharge, demote, suspend, threaten, harass, directly or indirectly, or in 
any other manner discriminate against, a whistleblower in the terms and conditions of employment 
because of any lawful act done by the whistleblower.”40 
 
 
 
 

 
40 Section 21F(h)(1) of the Exchange Act. 


