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I. Prior Regulatory Guidance 

A. 2018 Investment Adviser Electronic Messaging Risk Alert 

1. The recordkeeping alert prioritized both the record retention and rapid 
record production upon SEC request.  The Commission, under 203(e)(6) may 
censure the adviser as if it had willfully violated the Federal securities laws, both 
when engaging in nonrecorded communications and in failing to supervise others 
who engage in nonrecorded communications. The absence of records is seen as 
more than a deficiency, because the Commission views failure to retain records as 
a nearly willful attempt to deny it the relevant records it needs to properly 
examine advisers. 

2. Recordkeeping policies recommended: (1) Policies and Procedures; (2) 
Employee Attestations and Trainings; (3) Supervisory Review of Devices, 
Policies, and Employee Web Traffic; and (4) Control Over Devices.  

a) Electronic communications and email should have (1) Strict 
Policies and Procedures and planned record retention.  The SEC 
recommends permitting only those forms of electronic communication for 
business purposes that the adviser determines can be used in compliance 
with the books and records rule.  

(1) Specifically blocking certain apps or application program 
interfaces (APIs) that can be readily misused by allowing an 
employee to send messages or communicate anonymously, 
allowing for automatic destruction of messages, or prohibiting 
third-party review or backup. 

(2) In the event that an employee receives an electronic 
message in a format the firm prohibits for business purposes, the 
firm should have in place a record-retention policy to format this 
record for future retention. 

(3) When firms permit employees and supervisors to use 
personally owned devices, adopting and implementing policies 
with respect to social media, instant messaging, text messaging, 
personal email, personal websites, and information security that 
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preserves the records and security of information of the adviser’s 
clients. 

(4) Advisers must have policies in place to retain the Federally 
mandated records should they be created in off-channel modalities. 

(5) Statements in policies and procedures informing employees 
that violations may result in discipline or dismissal. 

b) (2) Employee trainings and attestations, with regular reminders 
of what is prohibited and permitted, along with soliciting feedback from 
clients and service providers about ways to enhance record retention. 

c) (3) Supervisory Review, including contracting with software 
providers to (i) monitor the social media posts, emails, or websites, (ii) 
archive such business communications to ensure compliance with record 
retention rules, and (iii) ensure that they have the capability to identify any 
changes to content and compare postings to a lexicon of key words and 
phrases. 

(1) Regularly running internet searches or searching popular 
websites or employee social media for any evidence of advisory 
services being conducted offline. 

(2) Establishing a reporting program or other confidential 
means by which employees can report concerns about a 
colleague’s electronic messaging, website, or use of social media 
for business communications. Particularly with respect to social 
media, colleagues may be “connected” or “friends” with each other 
and see questionable or impermissible posts before compliance 
staff notes them during any monitoring. 
 

d) (4) Control of Devices. Requiring employees to obtain prior 
approval from the adviser’s information technology or compliance staff 
before they can access firm email servers or other business applications 
from personally owned devices. This may help advisers understand each 
employee’s use of mobile devices to engage in advisory activities. 
 

(1) Loading certain security apps or other software on 
company-issued or personally owned devices prior to allowing 
them to be used for business communications. Software is 
available that enables advisers to (i) “push” mandatory 
cybersecurity patches to the devices to better protect the devices 
from hacking or malware, (ii) monitor for prohibited apps, and (iii) 
“wipe” the device of all locally stored information if the device 
were lost or stolen. 
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(2) Allowing employees to access the adviser’s email servers 
or other business applications only by virtual private networks or 
other security apps to segregate remote activity to help protect the 
adviser’s servers from hackers or malware. Software is available 
that enables advisers to (i) “push” mandatory cybersecurity patches 
to the devices to better protect the devices from hacking or 
malware, (ii) monitor for prohibited apps, and (iii) “wipe” the 
device of all locally stored information if the device were lost or 
stolen. 

II. SEC Recordkeeping Settlements 

A. 2021 JPMorgan Settlement 

1. On December 17, 2021, the SEC announced charges against broker-dealer 
J.P. Morgan Securities for widespread and longstanding failures by the firm and 
its employees to maintain and preserve written communications.1 

2. As described in the SEC’s order, JPMorgan admitted that from at least 
January 2018 through November 2020, its employees often communicated about 
securities business matters on their personal devices, using text messages, 
WhatsApp, and personal email accounts. None of these records were preserved by 
the firm. JPMorgan further admitted that these practices were firm-wide, 
including managing directors and other senior supervisors, and that practices were 
not hidden within the firm. 

3. The order further indicates that JPMorgan frequently did not search for 
relevant records contained on the personal devices of its employees when 
responding to subpoenas and requests from the SEC staff in numerous 
investigations.  

4. JPMorgan agreed to the entry of an order in which it admitted to the 
SEC’s factual findings and its conclusion that the firm’s conduct violated Section 
17(a) of the Securities Exchange Act of 1934 and Rules 17a-4(b)(4) and 17a-4(j) 
thereunder, and that the firm failed reasonably to supervise its employees with a 
view to preventing or detecting certain of its employees’ aiding and abetting 
violations.  

5. JPMorgan was ordered to pay a $125 million penalty and agreed to retain 
a compliance consultant to, among other things, conduct a comprehensive review 
of its policies and procedures relating to the retention of electronic 
communications found on personal devices and JPMorgan’s framework for 
addressing non-compliance by its employees with those policies and procedures. 

 
1 The CFTC announced a settlement with JPMorgan concerning the same conduct on the same day. 
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B. 2022 Broker-Dealer Sweep 

1. On September 27, 2022, the SEC issued 11 orders covering 6 broker-
dealers, 9 dual registrants, and 1 investment adviser.2 

2. Every order included violations of Section 17(a) of the Exchange Act and 
Rule 17a-4(b)(4), the broker-dealer recordkeeping rules.  Every order also found 
that the settling respondent failed to supervise their employees with a view to 
preventing or detecting certain of their employees’ aiding and abetting violations 
of the recordkeeping provisions within the meaning of Section 15(b)(4)(E) of the 
Exchange Act. 

3. DWS, an investment adviser, was included in one order.  That order 
included violations of Section 204 of the Advisers Act and Rule 204-2(a)(7) 
thereunder.  The order did not specify the subsection of 204-2(a)(7), but the order 
language tracks the language of 204-2(a)(7)(i) which relates to “any 
recommendation made or proposed to be made and any advice given or proposed 
to be given.”  The DWS order also finds that DWS failed to supervise employees 
within the meaning of 203(e)(6) of the Advisers Act. 

4. Otherwise, the orders are largely template orders with similar structures, 
factual recitations, violations, and undertakings.  The notable exception is the 
imposition of varying penalty amounts. 

5. Every order includes an admission of the conduct and an 
acknowledgement of violations of the federal securities laws. 

6. The orders come from a sweep announced at the time of the JPMorgan 
settlement.   

7. Each order covers the same time period of January 2018 through 
September 2021.  The orders state that SEC staff requested off channel 
communications data from a sample of 20 to 30 employees and found that nearly 
all of the sampled individuals had engaged in at least some level of off-channel 
communications. 

8. Each order focuses on the conduct of senior personnel at the firm and 
notes that supervisors responsible for implementing the firm’s policies and 
procedures and for overseeing employees’ compliance with those policies and 
procedures themselves failed to comply with those same policies and procedures. 

9. Each order notes that the firm received requests for production or 
subpoenas from the SEC in the time period during which the firm failed to 
maintain required books and records and that the failure to retain likely impacted 
the Commission’s ability to carry out its regulatory functions and to investigate 

 
2 The CFTC issued orders against 11 of the same financial firms for recordkeeping failures under the relevant CFTC 
regulations. 
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violations of the federal securities laws.  Essentially, the SEC is saying that its 
regulatory function was impeded by the broker dealers’ failure to retain certain 
books and records.  The SEC offers nothing to support this contention. 

10. Each order mandates significant undertakings.  Recent statements by the 
SEC Chair and Director Grewal reinforce that advisers should be looking at the 
undertakings in these orders in assessing forward-looking compliance.  

11. The remedial steps in the orders include: 

a) Retention of an independent compliance consultant to conduct: 

(1) A comprehensive compliance review of supervisory, 
compliance, and other policies and procedures designed to ensure 
electronic communications, including those on personal electronic 
devices, are preserved in accordance with the requirements of the 
federal securities laws; 

(2) A comprehensive compliance review of training to ensure 
personnel are complying with the requirements regarding the 
preservation of electronic communications, including those found 
on personal electronic devices, including by ensuring that 
personnel certify in writing on a quarterly basis that they are 
complying with preservation requirements; 

(3) An assessment of the surveillance program measures 
implemented to ensure compliance, on an ongoing basis, with the 
requirements found in the federal securities laws to preserve 
electronic communications, including those found on personal 
electronic devices; 

(4) An assessment of the technological solutions that the 
respondent has begun implementing to meet the record retention 
requirements of the federal securities laws, including an 
assessment of the likelihood that personnel will use the 
technological solutions going forward and a review of the 
measures employed to track employee usage of new technological 
solutions; 

(5) An assessment of the measures used by the firm to prevent 
the use of unauthorized communications methods for business 
communications by employees.  This assessment should include, 
but not be limited to, a review of the firm’s policies and procedures 
to ascertain if they provide for any significant technology and/or 
behavioral restrictions that help prevent the risk of the use of 
unapproved communications methods or personal electronic 
devices (e.g., trading floor restrictions); 
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(6) A review of the firm’s electronic communications 
surveillance routines to ensure that electronic communications 
through approved communications methods found on personal 
electronic devices are incorporated into the firm’s overall 
communications surveillance program; 

(7) A comprehensive review of the framework adopted by the 
firm to address instances of non-compliance by employees with the 
firm’s policies and procedures concerning the use of personal 
electronic devices to communicate about the firm’s business in the 
past.  The review shall include a survey of how the firm 
determined which employees failed to comply with the firm’s 
policies and procedures, the corrective action carried out, an 
evaluation of who violated the policies and why, what penalties 
were imposed, and whether penalties were handed out consistently 
across business lines and seniority levels. 

b) The consultant’s preparation of a report of the finding of the 
compliance consultant containing recommendations for changes in or 
improvements to policies and procedures and a summary of the plan for 
implementing the policies and procedures. 

c) The firm must adopt all recommendations in the consultant’s 
report. 

d) One Year Evaluation – The firm shall require the compliance 
consultant to assess the firm’s program for preservation of electronic 
communications one year after submitting the required report.  The 
compliance consultant will then submit a second report (the one year 
report) to the firm and the Commission with an updated assessment of the 
policies and procedures with regard to the preservation of electronic 
communications, training, surveillance programs, and technological 
solutions implemented in the prior year period. 

e) Reporting Discipline – For two years following entry of the order, 
the firm shall notify the Commission upon the imposition of any discipline 
imposed, including but not limited to, written warnings, loss of any pay, 
bonus, or incentive compensation, or the termination of any employee 
found to have violated the firm’s policies and procedures concerning the 
preservation of electronic communications at least 48 hours before the 
filing of a U-5 or within 10 days of the imposition of other discipline. 

f) Internal Audit – The firm’s internal audit function is required to 
conduct a separate audit covering the same areas as the compliance 
consultant and submit a report to the SEC staff. 
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g) Recordkeeping and Certification Requirements – The firm must 
retain records related to the undertakings and certify compliance with the 
undertakings. 

C. Deccan Value Investors Settlement 

1. On August 3, 2022, the SEC settled charges against a private fund 
investment adviser, Deccan Value Investors, and the firm’s founder and chief 
investment officer for the adviser’s breaches of its fiduciary duties when handling 
redemptions for two university endowments. 

2. In addition to the fiduciary matters addressed, the SEC’s order finds that 
Deccan failed to retain text messages that were required to be retained under the 
Advisers Act, including at the founder’s direction to permanently delete text 
messages.   

3. The order also finds that Deccan lacked adequate policies and procedures 
for record retention and client and investor redemptions. 

4. The order finds that Deccan willfully violated the antifraud, 
recordkeeping, and compliance provisions of Sections 206(2), 204(a) and Rule 
204-2(a)(7) thereunder, and 206(4) and Rules 206(4)-7 and 206(4)-8 thereunder 
of the Advisers Act, and that the firm’s principal caused its violations.  

5. Deccan and Bodas agreed to pay civil money penalties of $1,139,501 and 
$500,000, respectively. Deccan also agreed to certain undertakings including the 
retention of an independent compliance consultant. 

III. Ongoing Examination and Investigation Activity 

A. Current RIA Sweep 

1. Publicly reported and announced in filings of certain large asset managers. 

2. Request is tailored to the requirements of the Advisers Act recordkeeping 
rule. 

3. Request seeks to identify persons supervising business units responsible 
for certain functions covered by the Advisers Act recordkeeping rule. Next step is 
to review these individuals’ communications. 

4. Second wave of a broker-dealer sweep just launched as well. 

B. Advisers Act vs Exchange Act Standard 

1. The breadth of the current RIA sweep calls into question whether the SEC 
recognizes a practical difference between the recordkeeping obligations of 
advisers and broker-dealers with respect to electronic communications. 
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2. Applicable Recordkeeping Obligations 

a) Exchange Act Rule 17a-4(b)(4) – Broker-dealers must preserve 
“originals of all communications received and copies of all 
communications sent relating to their business as such.” 

b) Advisers Act Rule 204-2(a)(7) – Investment advisers must 
preserve “originals of all written communications received and copies of 
all written communications sent relating to, among other things, any 
recommendation made or proposed to be made and any advice given or 
proposed to be given.” 

3. The orders in the 2022 Broker-Dealer Sweep apply Section 17(a) of the 
Exchange Act and Rule 17(a)-4(b)(4) thereunder.  This provision is potentially 
very broad, and the SEC interpreted it broadly in the orders finding that it covers 
communications about:  

a) Investment strategy; 

b) Investment banking client meetings; and 

c) General as market color, analysis, activity trends or events or 
section specific trends and events. 

4. Section 204 of the Advisers Act and Rule 204-2(a)(7) under the Act are 
narrower than the Exchange Act provision. The Advisers Act provision does not 
cover an advisers entire business, but only communication relating to the 
specified categories. 

IV. Current Market Standard Practices 

A. One Phone vs Two Phones 

1. We have seen two broad approaches: 

a) Adoption of a two-device policy either firm-wide (at large firms) 
or for “high-risk” client-facing employees 

b) Stay the course with BYOD policy, but incorporate some or all of 
the other practices described in this outline. 

(1) Review policies and procedures 

(a) Generally advise broad language with carve-outs for 
narrow categories (e.g., logistics) 
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(i) Concern is with employees making text-by-
text decision re whether needs to be moved on 
channel 

(b) Goal is to push as much as reasonable to retained 
records 

(2) Review technological and/or behavioral restrictions to 
promote compliance (e.g., no personal phones on trading floor) 

B. Compliance Testing 

1. Determine reasonable sample and scope 

2. Do not necessarily need to spot check personal phones if you can 
demonstrate reasonable testing 

3. Update lexicons for email review 

4. Follow-up on possible violations 

5. Consultants can do this kind of review 

C. Technological Solutions 

1. Device Management 

a) Numerous third-party device management solutions available in 
the market – e.g., VMware AirWatch, Microsoft Intune, etc. 

b) For iPhones: Disable iMessage/block other communication tools 
from iCloud; default to SMS 

c) Enable software on to collect SMS 

(1) Numerous third-party text message retention solutions are 
available in the market – e.g., Smarsh/TeleMessage, Global Relay, 
LeapXprt, etc. 

D. Attestations 

1. Implement quarterly compliance attestations 

2. A sample attestation is included in the materials 

E. Training 

1. Training on firm policy and need to retain communications 
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a) Use recent settlements to demonstrate importance – i.e., financial 
stakes of compliance 

V. Practical Guidance 

A. Lexicon Updates 

1. Common terms include “text,” “txt,” “WhatsApp”, “Signal”, “DM,” and 
“message,” and “offline.” 

2. Terms should be tailored to the business communications of each adviser 

B. Disciplinary Measures 

1. Adoption of disciplinary procedures 

a) Memorialize non-compliance 

b) Escalating discipline 

(1) Enhanced one-on-one training and conversation 

(2) Written warning 

(3) Requiring firm device 

(4) Removing text capacity 

(5) Random audits for unapproved texting 

(6) Comp considerations (start to encounter employment 
issues) 

C. Tone from the Top 

1. Focus on senior professionals and tone at the top 

a) Message to senior people can be that the firm’s policy protects 
your personal phone 

D. Small vs Large Firms 

1. Each investment adviser will need to match the risks associated with its 
business to the compliance resources available. Smaller firms will have fewer 
personnel to supervise but may have less established compliance cultures. Large 
firms will need to design systems to monitor and supervise at scale. 


